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3auwuTa
pacnpeneseHHbIX
CUcTeM HedTerasoBbiX
npeanpuAaTUNn
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CHMXeHue u3gepxek Ha pa3Benky, A06bl4y, TpaHCNOPTUPOBKY,
nepepaboTKy Cbipbi U FOTOBOM Mpoaykuum u obwee mnosbiLeHUE
5pPeKTUBHOCTU NPOU3BOACTBEHHLIX NPOLECCOB, AOCTYMHbE B paMKax
WHTEHCUBHOM UMPpoBU3aALUUN TOMJIUBHO-DHEPreTUYeCKOro KOMMjekca,
B YaCTHOCTWU NpeanpuATUA HedTerasoBoW OTpac/au, pOXAAeT HOBble
BbiI30OBbl CO CTOPOHbI MHPOPMALMOHHON 6€30MaCHOCTU ISKCNAYaTUPYEMbIX
cuctem. lpumeHeHue pacrnpefesieHHbIX CUCTEM ynpaBJieHUA, aKTUBHOe
BHegpeHue 6onbworo konuvyectBa IoT-yCcTpoOUCTB, YyBeauYeHue
obbeMoOB nepefaBaeMbiX AaHHbIX MPUBOAUT K HEOHXOAUMOCTM
MHTerpaumm HoebiX UT-peweHun ¢ ACY TM, 4TO MOXeT NPUBOAUTb

K nepecevyeHWAM KOPMOPaTUBHLIX U MPOMbILIEHHbIX CeTewn

M OTKpbIBAaTb BO3MOXHOCTb KubepnpecTynmHUKAM NpoBeAeHuA aTak

Ha MpOMbIWIEHHYH UHOPACTPYKTypy.

Ewe oAHWM BbI3OBOM ANA NpeanpuATui HepTerasoson cdepsl

U3 MuMpa MHPOPMALMOHHOW 6e30MacHOCTM, CTan YyXOA C POCCUUCKOro
pbiHKa 3apyb6exHbix npousBoauTener CpeacTB 3awuTbl MHOOpMaLMK.
OTCYyTCTBME TEXHUYECKOW NOAAEPXKU U CBOEBPEMEHHbIX OOHOBNEHMI
yXe BHeApEeHHbIX cuctem obecnevyeHus UHPOpPMALMOHHON H6e30nacHOCTH
(MB) co cTOpOHbI 3apybexHbiX KOMMaHwWi MpuBeno u 6yaeT NpUBOAUTb
K MOCTEeneHHOW Aerpajauuu YypoBHA 3aWMUWEHHOCTH.

B oTBeT Ha 3TU BbI3OBbl rOCYAAPCTBO NpeanpuUHUMAET MNOMbITKK
yperynmpoBaTb CUTyaLui MyTemM BBeAEHUA HOPMAaTUBHLIX Mep,
npeanuchIBaWUX OCYWECTBUTb MNepexof Ha MpOoMbllsieHHble
MHPOPMALIMOHHBIE CUCTEMbI OTEYeCTBEHHOro NPOW3BOACTBA, OAHAKO
peasibHbll CeKTop He MOXeT OAHOMOMEHTHO MOMeHSTb AoporocTosuee
MHOCTpaHHOe obopyaoBaHWe U MpOrpaMMHOe obecrneyeHue,

M NpojosXaeT 3KCMIYyaTUpPOBATb CywecTByHWMUE CUCTEMbI.

Wcnonb3oBaHMe ycCTapeBWero yA3BUMOro MpPOrpaMMHOro obecneyeHus
noBblWAeT pucku UB u ynpowaeT paboTy 3/I0YMbILIEHHUKOB, KOMMEeTeHUUU
M MOTMBALMA KOTOPbIX MPOAO/IXAT pacTu. KubepaTaku Ha NpPOMblWAEHHblE
KOMNAHUM MOTFYT MPUBECTU K yTeyke KOHOMAeHUManbHoi uHpopmauuu,
napanu3oBaTb 6GU3HecC-Mnpouecchl BAAOTb A0 OCTAHOBKM MPOM3BOACTBA

M noBpexaeHua obopyaoBaHuA. ocneacTBUA TakMX aTaK MOFYT HOCUTb
OMACHbI TEXHOreHHbIN XapakTep.

YcTon4uBaa paboTa npepnpuATUN rasoBonm U HeGTAHON MPOMbILIEHHOCTM
HanpAMYyKw CBA3aHa C HauuoHaNbHON 6e30MaCHOCTbKW, WMEHHO

no3ToMy BOMpochl kubepbesonacHoCcTu B 3ToM chepe perynmpywTtca
rocyfapcTBoMm. TpeboBaHMA MO 3aWMUTe TEXHONOMMYeCKOW YacTu
npeanpuATUA COAEepXaTCA B HOPMAaTUBHO-MPABOBbLIX AOKYMEHTax

no obecneyeHuw 6€30MNaACHOCTU KPUTUYECKON WMHPOPMALMOHHOM
MHOpaACTPYKTYpbl Poccunckon Oepepaummn n perynmpywntca degepasbHbiM
3aKOHOM N 187-03 «0 6e30MacHOCTM KpUTUYECKOW MHPOPMALMOHHOWM
UHPpaCTPYKTYypbl Poccuinckon Oepepaumn» U ero nog3akoHHbLIMA AKTaMM.



TpeboBaHWA 3aKOHOAATENbCTBA, perynupywwero coepy
MHGOpPMaLMOHHOW 6e30MacHOCTU, 3aBUCAT OT TUMNOB
MHPOPMALIMOHHBIX CUCTEM, 3SKCMyaTUpyeMmbix
MPOMbIWAEHHBIMA NPeanpPUATUAMM :

> 06beKTbl KpUTUYECKOW > WHPOPMALMNOHHbIe
MHPOPMALIMOHHOM cucTembl obuero
MHOpacTpyKTypbl (KUN) nonb3oBaHua (MCOM)

> rocyaapCTBEHHble > aBTOMATU3UPOBaAHHbIE
MHPOPMALIMOHHbIE CUCTEMbl ynpaBneHus
cuctembl (FUC) TEXHONOrn4eCckum

> WHPOPMALMOHHbIE npoueccom (ACY TI)

CUCTEMbl NepCOHasbHbIX
AaHHbIX (UCMAH)

Komnanuna «MHPoTeKC» npepnaraeT nNpoaykTbl ABYX HanpaBfieHuWi
ana obecneyeHnsa WHPOPMaALMOHHON GE30MNACHOCTU MPOMBILIEHHbIX
npeanpuAaTUn:

> ceTeBble cpeacTBa > BCTpauBaeMble CpencTBa
3aWnTbl HPOpMaL UM KpunTorpadpuyeckon
ViPNet Channel Protection 3aWwmnThl UHPOpMaLNK

(CK3M) ViPNet SIES

Kaxpgoe u3 HanpaBsieHUn uMmeeT MOJIHbIN Habop npoayKToOB
ANA peann3auuMm CKBO3HbIX CLEeHapueB 3awuTbl MHOpMaLuu
NPOMBbIWJEHHbIX WHPOPMALIMOHHBIX CUCTEM OT MNOJIeBOro
ypoBHA ACY T Ao cucTtem ynpaBaeHUA MpOU3BOACTBEHHbLIMU
n 6usHec-npoueccamn. CeTeBble CpeAcCTBa 3aWMTbl ANA
NMPOMbIWJIEHHbIX 06bEKTOB MCMNONbL3YWT obuwyw ¢ C3U ana
KopnopaTuBHbiX cuctem (MES, ERP) TexHonoruw ViPNet
VPN. BcTpauBaembie CK3M ViPNet SIES peanusywT
CTaHAapTU30BaHHble MPOTOKOJIbl U aJrOPUTMbl 3aWMUTHI
nHPopMmauum U umelT OTKpbiTble API-uHTepdeincol anAa
UHTerpauuMm c NpoAyKTamu CTOPOHHUX MpousBoOAUTENEen.




CueHapum uncnoab30BaHUA

3awMTa KaHajlla CBA3U C yAaNeHHbIM 06beKToM

pacnpegeneHHOM CUCTEMb

ViPNet
Coordinator IG

MpoMbILLEeHHbIV
w03 6e30nacHOCTU:

>VPN-wnto3
>M3 tvna A n b 4 knacca
>M>3 tuna [ 4 knacca

> ny6okas GuabTpaums
MPOMBbILLIEHHbIX
npotokonos (Modbus
TCP, M3K 60870-5-104)

=

SCADA
cepBep

ViPNet

Coordinator HW
APM

onepatopa 1

APM
onepatopa 2
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3auMLLeHHble KaHabl CBA3N

B pacnpepeneHHbX cuUcTemMax AnA AucneTyHepusauuu
M ynpaBneHuA yAaneHHbiMu obbekTamMu HeobxoAumo
nepefaBaTb WHOOPMALMK MO 3AWMWEHHBIM KaHanaMm
CBA3K. 3awuMTa KaHana CBA3M C yAasieHHbIMU
obbeKkTaMM OCyWeCTBAAETCA C MOMOWBLH
VPN-coeaguHeHns no TexHosnorun ViPNet VPN.

Ana opraHusaumm VPN-coeAuHEHMA MCNonb3ywTCsa
wnto3bl 6e3onacHocTn MAK ViPNet Coordinator IG

el

He3all_[|/IUJ'eHHble KaHanbl CBA3U

n NAK ViPNet Coordinator HW. MAK ViPNet
Coordinator IG uAeanbHO MOAXOAUT ANA peleHuA
334341 3aWMTb NepefaBaeMblX AaHHbIX HA YpOBHe
aBTOMATMYECKOro YMpaBJeHUS WU MOJIEBOM YPOBHE
pacrnpefeneHHbXx cucTem. [ 3awuThl KaHana CBA3M
Ha YpOBHe OMepaTUBHO-AUCMNETYEPCKOro YynpasfieHuA
MOXHO ucnonb3oBaTb kak MAK ViPNet Coordinator 1IG,
Tak u MNAK ViPNet Coordinator HW cooTBeTcTByHwWeW
NponycKHOW CcnocobHoCcTH.



VPN ona pacnpeaeneHHbX cCUCTeM

B pacnpepeneHHbIX cUCTeMax CBA3b C YyAasieHHbIMU
06beKTaMM MOXeT OCYWeCTBAATbCA He TOJbKO MO
NMPOBOAHbIM, HO W MO ONTUYECKUM U 6eCcrnpoBOLHbIM
KaHafaM nepefayvv [aHHbiX. TexHonorus ViPNet VPN
OAMHAKOBO HajexHo paboTaeT Ha J/bbIX KaHanax
CBA3M, He3aBWCMMO OT WUX Tuna: BuTaA napa,

BONC, cnyTHuMkoBas wmam cotoBaa ceTb. [AK ViPNet
Coordinator IG MOXeT KOMNIEKTOBAaTbCA OMTUYECKUMU

VPN

CnyTHWK OnTtuka

ViPNet

©ee

HMNC Jiy MHC

3alyyLLeHHble KaHanbl CBA3N

u 6ecnpoBOAHbIMA MOAYNSAMU CBA3U AN NOAKNYEHUA

K KaHanam nepefayu AaHHbIX OT YZAaJleHHbIX O6bEeKTOB.
3awmweHHoe ViPNet VPN-coeavHeHue ycTaHaB/AuBaeTcCA
oT MNAK ViPNet Coordinator IG Ha mosieBOM ypoBHe
0O YpPOBHA OMepaTUMBHO-AMCNETYEpCKOro ynpaBaeHus,
rae moxeT ucnonb3oBaTbcA MAK ViPNet Coordinator
IG wnam MAK ViPNet Coordinator HW.

ViPNet
Coordinator HW

I APM
Coordinator IG : D oreparopa 1

APM
E i —— oneparopa 2

_ He3aLLU/ILLI|eHHbIe KaHa/bl CBA3U



Ucnosb3yemble NMpoAYKTh

I viPNet Coordinator IG

NporpammHo-annapaTHbii komnnekc (MAK) ViPNet
Coordinator IG sABNseTCA POCCUUCKUMM MHAYCTpPUAbHBIM
Wwn30M 6e30MacHOCTU, MNpeAHa3HAYeHHbIM AN OpraHu3auuu
3aWMWeHHbIX KaHaJioB CBA3M M NpefoTBpaleHus
HeCaHKLUMOHUPOBAHHOIrO AOCTYyrNa K O6beKTaM 3awuThl.

MAK ViPNet Coordinator |G moxeT 6bITb UCMO/b30BaH:

1 Ans 3aWwmnThl UHPOPMaLMKN Ha BCeX
YPOBHSAX 3HAUMMbIX N HE3HAYMMbIX
obbekTtoB ACY KU

2 Ana 3awmTtbl MHGOPMaL MK Ha BCex
yposHsax ACY TI1
3 Ana 3aWnTbl AaHHbBIX MHPOPMALIMOHHbIX

cncteM M MHGOpPMaLMOHHO-
TeNEKOMMYHUKALIMOHHbIX CeTen,

B TOM YMC/1e 3HAUYMMbIX N HE3HAUNMBbIX
obbektoB KN, rae Heobxoamma
pabota C3/ npu BbICOKNX N HU3KNX
TemnepaTtypax Uan ecTb paclUMpeHHble
TpeboBaHWA K yCI0BUAM 3KCNyaTaumm




MPEUMYLIECTBA

> 3almTa NPOBOAHbIX N 6ECNPOBOAHBIX
KaHa/oB CBA3M

OrpaHunyeHuve Tpadurka Ha ypoBHe
pa3speLueHuns onpesaeneHHbIX
NPOMBbILLIEHHbIX MPOTOKOJ/IOB

Bo3mMoxHOCTb 3anpeTa
MCMNONb30BaHNA CEPBUCHBIX GYHKLMNIA
ANA onpejeneHHbIX PeXnMoB
byHKUMOHMpPOBaHMA obbekTa

Cy>keHune BEKTOPOB aTak
3a cueT mybokon ¢unbtpauun
NPOMBbILLIEHHBIX MPOTOKOIOB

BO3MOXHOCTb MCMO/Ib30BaHMs
«CTapbIX» YCTPOWCTB B CUCTEME 3a CYET
opraHM3aLmm 3aLnTbl MHGOPMaLMK
NPV NOAKIOYEHNN MO UHTepdericam
RS-232 n RS-485

> [lInctaHuMoHHOe KoHGUrypupoBaHue
1 yrnpaBaeHve NoauTUKamm
6e30nacHoOCTU

> Pabota B pexxmme ropsayero
pe3epBUPOBaHMA N BO3MOXHOCTb
opraHu3aLmn pesepBUPOBaHUS
KaHanoB CBA3M

> VIHpycTpmanbHbI An3aniH
1 BO3MOXHOCTb MCMOJ/Ib30BaHMA
B )KECTKMX YCNOBMAX IKCNIyaTaumm

> BO3MOXXHOCTb MOCTPOEHMUSA CKBO3HOW
6e30MacHOCTM NpeanpuATUA
oT ERP-ypoBHA A0 HWXHEro ypoBHs
ACY 1 ACY Tl Ha ocHOBe eAVNHOM
TexHonorum ViPNet VPN ¢ nomoulbto
nnHenkn npoayktoB ViPNet Channel
Protection

> 3awmta obbekTa Npu NOAKAHOYEHUN
K CeTAM CBA3W 06LLero noab30BaHNA
OZHVUM YCTPOWCTBOM

> [MponssegeHo B Poccun

e
CEPTUOUKALIMA

dCB Poccum

> CK3W knacca KC3
> M3 4 knacca 3alneHHOCTH

®OCTIK Poccum

> M3 tmnos A, b, [
4 knacca 3aLnThbl

> 4 ypOBEHb JOBEPUSA CPEACTB
3aWunTbl MHGOPMaLMK

MMNHLUNOPLI
> BkntoueH B peectp Poccuinckoro MO

MWHMNPOMTOPI Poccumn
> BkAtoueH B eAnHbI peectp P

POCAKKPEAUTALINA

> [leknapaLmsa COOTBETCTBUA
TP/TC 020/2011 Ha OMC
Mo NPOMbILLIEHHbIM CTaHAapTam




CueHapum uncnosb30BaHUA

ABTOMaTU3MPOBAHHAA cucTema cbopa AaHHbLIX C Tpy6onpoBsoaa

[JaTunk Temnepatypbl [atuvk gaBneHus Pacxogomep

CO BCTPOEHHbIM CO BCTPOEHHbIM CO BCTPOEHHbIM
ViPNet SIES ViPNet SIES ViPNet SIES
Core Nano Core Nano Core Nano

®

, S

LoRaWAN
LoRaWAN

- - -

ba3zoBas
cTaHuma LoRa

=9

LoRaWAN

3aLIJ|VILLLeHHbI€ KaHa/ibl CBA3U

basosas
cTaHuusa LoRa

BecnpoBogHble 3alyLLeHHble
KaHanbl CBA3N

3afa4ya COCTOUT B 3aWMTe AaHHbIX, CObUpaembix

C MHOXeCTBa AaT4MKOB, YCTaHaB/IMBaEMbIX

Ha WHPPaCTPYKTYpHbIX 0ObekTax, Hanpumep,

Ha TpybonpoBogHbix cucTemax. WHPopmauma

C TakuX AATHUMKOB, KakK NpaBuno, nepepaetca

no sHepro3¢pPpeKTUBHLIM KaHanam C HWU3KOW NpPOMnyCKHOW
CNOCOBHOCTbH, Takumu kKak LoRaWAN wnn NB-IoT.

Npu nepepadve uHbOpMauuu No MOAOCGHLIM KaHanam

CBA3M Heo6XOAMMO MCMOJIb30BaTb 3aWUTY Ha YpOBHe
nepefaBaemMbix 6710KOB AaHHbIX, AJIA 3TOr0 MPUMEHAKTCA
BcTpanBaemble CK3UW u3 coctaBa peweHua ViPNet

SIES. B ycTaHaB/uBaeMble Ha TpybonpoBofe AaTyUKu
BCcTpauBawTca kpuntoudunsl MAK ViPNet SIES Core Nano,
KOTOpble MOTryT 3KCNAyaTUpOBaTbCA BHE KOHTpOJMpyeMon

SCADA cepBep CO BCTPOEHHbIM
CK3W ViPNet SIES Core Unit

30Hbl M He TpebywT CMeHbl KIH4Yeil 3aWwuTbl U KaKoro-
nMbo ob6CNyXMBaAHMA B TeYeHWe BCEro Cpoka Cayxbbl
(16 net). Ha BepxHeM ypoBHe Ans 06paboTKM
3alMIEeHHbIX AaHHBIX MCMNONb3yeTCA MpOrpaMMHbIN
Komnaekc CK3M ViPNet SIES Unit, uHTerpupyembiit,
Hanpumep, co SCADA-cepBepoM. MNpu HeobxoaMMoCTw
Kpuntorpapuyeckon ob6paboTku AaHHbIX Ha CpefHeM
ypoBHe B 6a30BYyl0 CTaHUMIW MOXeT 6biTb BCTPOEHO
CK3KM MAK ViPNet SIES Core.

MepepnaBaemble faHHble 3aWMWAKNTCA C NOMOLWbLK
KpunTorpaduyeckoro npotokona CRISP
(roCT P 71252-2024)

3amymTa AaHHbIX € nomouwbiw CRISP

LlenocTHOCTb
KoHpnaeHumanbHOCTb
(onuMoHanbHo)

3almMTa OT HaBA3bIBaHMA
NMOBTOPHbIX COOBWEHMWI

AyTeHTudpukaumsa
UCTOYHMKA COObWEHMIA

NMpoTtokon CRISP (roCT P 71252-
2024) pekoMeHAoBaH MuHLMbpoi
ona npumeHeHna B UCYD mn IIoT

3awuMTa aApecHbIX U rpynnoBbiX COOOWEHW

BecceccuoHHbIN
KpunTorpadu4eckui nNpoToKos

MUHWUMaNbHble HaKnagHble pacXofbl
(overhead) u MMHMManbHas Harpyska Ha ceTb

YHuUBepcanbHbil CTaHAAPTU3MPOBAHHLIN MPOTOKOA
3aWmMThbl /06bIX MpoToKonoB IIoT




CucrtemMa KOPpPO3MOHHOW 3aWMUTDI

YCTPOMCTBO KOHTPOS CKOPOCTU

koppo3un (KNT) ¢ BCTpoeHHbIM

ViPNet SIES Core Nano:

> CK3W knacca KC3

>Cpok cnyx6bl kntoyeli 16 net

> 3allunTa AaHHbIX, NepejaBaeMbix
no kaHanam cesizu (LoRaWAN RU)

SCADA cepsep
¢ C3KW SIES Unit

KaHanbl cBA3mn
APM
onepatopa

CTaHumMs KaTogHON
3aLUThbl

CTaHLus KaTOAHON 3aLLuTbl

¢ BcTpoeHHbIM ViPNet SIES Core:

> CK3MW knacca KC3

> 3alumTa AaHHbIX, NepejaBaeMbixX
no kaHanam ces3n (LoRaWAN RU,
NB-IoT, GSM, ntobble cnyTHUKOBbIE
KaHanbl)

CucTeMa KOPPO3MOHHOFO MOHUTOPUHIa U KOPPO3UOHHOM
3awnuThl Tpy60OMNpoOBOAOB ABNAETCA OLHOW M3
pa3HOBUAHOCTEW CUCTEM MPOMbILIEHHOrO MHTEpHeTa
Bewei (IIOT). [laHHble OT KOHTPOJIbHO-U3MEPUTENbHBIX
nyHkToB (KWM) nepepawTcs Ha CTAHUMKW KaTOAHOW
3aWnUTLl Mo 6ecnpoBoAHbIM KaHanam cBs3u (LoRaWAN
RU). Ana ux 3awutbl B KWUM BCTpauBaeTcAa KpUMNTOHUM
MAK ViPNet SIES Core Nano, B CTaHUMI KaToOAHOW

3aumuTel — Kpuntomomgynb MAK ViPNet SIES Core
3 coctaBa peweHua ViPNet SIES. Ha ypoBHe
cepBepa ANA 3aWWTbl AaHHBIX UCNOSb3yeTcA
nporpamMmHbli Komnaekc CK3W ViPNet SIES Unit.
MepepaBaemble Mexay O6bEKTaMW CUCTEMbl [aHHble
3aWMIalTCA NpU MOMOWM KpUNTOrpaduyeckoro
npotokona CRISP (rOCT P 71252-2024).

Cuctema TenemMeTpu4eCKOro KOHTpPOJA U TesieMexaHu3sauuu

JTO pacrnpepeneHHaa cuctema, coctoAwada us OPC
UA-cepBepoB, cepBepoB BBOAA-BbiBOAA U KPaHOBbIX
y310B, YyCTaHaBAMBaeMbiXx Ha Tpybonposoge

U ABNANWUXCA YyAaNeHHbIMU 0b6bekTaMu TeseynpaB/ieHus

N MOHUTOpPUHra. OCOBEHHOCTbH TaKOM CUCTEMbI ABASETCA
HeobXoAMMOCTb 3alMTbl AaHHbIX, NepefaBaeMbixX

C UCMNOJIb30BaHWEM [AOpPOroCTOAWNX CNYTHUKOBBIX

M GSM-KaHanoB, a TakKXe WUCNOJib30BaHWe aBTOHOMHOIO
aKKYMyNATOPHOIro MUTAHWUA KPaHOBbLIX Y3/10B.

Ha KpaHOoBbIX y3n1ax AJIA 3awuThl NepegaBaeMbiX AaHHbIX
npumeHAwTCA BCcTpauBaemble CK3U MAK ViPNet SIES Core

C HU3KUM dHepronoTpebneHuem, nosBosAKWLME
obecneyntb Heob6xo0AUMYHW SHepro3dPeKTUBHOCTb

U NpoA/UTb CPOK CAYX6bl aKKyMyJSTOPHOrO MCTOYHMKA
nuTaHuAa. Kpuntorpadudeckuit npotokon CRISP (roCT P
71252-2024) no3Bo/sieT COKpAaTUTb 0b6beM nepenaBaemoi
cnyxebHoit uHpopmauum, a, cnepoBaTeNbHO, CHU3UTb
CTOMMOCTb M MOBLICUTb 3HEpro3dPeKTUBHOCTb Mpu
nepegaye AaHHbiX. [n18 06paboOTKM 3aWMWEHHbIX AAHHbIX
Ha BepxHem ypoBHe B OPC UA-cepBep BCTpauBaeTcsA
nporpammHbii Komnnekc CK3W ViPNet SIES Unit,
BXoAAuwuii B peweHne ViPNet SIES.

((;&)

GSM aHTeHHa
LWkad

APM OPC UA cepsep Cepsep
Avcnetyepa co BCTpoeHHbIM CK3U BBO/a-BbIBOAA
ViPNet SIES Unit

3almuieHHble KaHasbl CBA3N —— He3alLEHHbIE KAHA/bI CBA3N

CI'IyTHI/IKOBOﬁ CBA3N

Llikad TenemexaHvkn

| C CO BCTPOEHHbIM

) ViPNet SIES Core

)

KpaHoBblii y3en



Ucnonb3yemMble NpoAYKTh

. V1PNet SIES Core

MporpammHo-annapaTHbiii komnaekc (MAK) ViPNet

SIES Core npegHa3HadeH ANA UMHTerpauum C TakKuMu
3auMwaemMbiMu yCTPOMCTBaMU, KaK MpPOrpamMMUpyeMbie
norundeckume KoHtpoanepbl (PLC), npombiwieHHble
KOHTponnepbl aBTomatmsaumm (PAC), TepmuHanol (RTU),
WHTennekTyanbHble ycTpoihicTBa (IED), IIoT-ycTpoiicTBa,
ycTpohcTBa c6bopa u nepegaym gaHHbix (YCMNA), OKOHe4Hoe
o6opyaoBaHue (AATYUMKM U UCMNONHUTEJIbHbIE YCTpoOiCTBA).

-

-

NMPUHLUUN PABOTHI

MAK ViPNet SIES Core uHTerpmpyetcs
C 3aWMLLaeMbIMU YCTPOUCTBaAMM
yepes MexnnaTHble MHTepdenchbl

“ B NaCCMBHOM PEXWMME BbINOAHAET
3anpockl Ha KpunTorpadpuyeckme
onepauun ¢ JaHHbIMW. 3allimaemMoe
ycTponctBo obpawaetca k NMAK ViPNet
SIES Core uepes API-untepdenc
HanNpPsAMYH WK C UCNO/Ib30BaHNEM
SIES Core SDK. CTpykTypy v coctaB
AaHHbIX (KOMaHAb! ynpaBaeHus,
TesiemMeTpuyeckyo MHGopmaLuto,
CepPBUCHbIE KOMaHZbl) onpeaensert
pa3spabotunk ACY Tl nan M2M.
ViPNet SIES Core BbinosHsAeT

3anpoLUeHHYH onepaLmto
1 BO3BpaLLaeT pe3ynbrar

B BUAE Kpuntorpadpuyeckoro
npeobpazoBaHma 06paboTaHHbIX
AaHHbIX AN UX aHanu3a.

B 3aBMCMMOCTM OT 3aNpOLLUEHHOM
Kpuntorpaduyeckon onepaumm
3almLLaeMoe YCTPOMNCTBO MOXET
Mcnonb3oBaThb pesynbrat 06paboTkm
610Ka AaHHbIX 418 MPUHATUSA peLleHns
0 ZLOCTOBEPHOCTU AaHHbIX 1MbHO ero
obMeHe ¢ ApyrvMu 3alLmLLaeMbIMy
YCTPOWCTBaMMU.

CEPTUOUKALUA
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MPEUMYLIECTBA

> [MAK ViPNet SIES Core aBnsaetca

$YHKLMOHANIBHO 3aKOHYEHHbIM
CPeACTBOM KpunTorpadumueckon
3awmnTbl HGopmaumm (CK3W)

M MOXET 3KCMAyaTMpoBaTbCA BHe
KOHTPONNPYEMOW 30HbI

Bce kpuntorpadpunueckmne BbIUUCAEHMS
N XpaHeHne JONMONHUTENbHOM
NMHGOPMaLNK OCYLLLECTBAAKOTCA BHYTPU
MAK ViPNet SIES Core, uto nossossaeT
He pacxoZoBaTb BblUNCAUTENbHbIE
pecypchbl 3aLLMLLAEMOro UM YCTPONCTBA
Ha BbINOJIHEHME KpUNTOrpadurueckmnx
npeobpasoBaHnin MHGOpMaLUn

MAK ViPNet SIES Core siBnsetca
NacCMBHbIM YCTPONCTBOM U paboTtaeT
B peXvMe OTBeTa Ha 3anpochl
3aLiMLLaeMOro UM YCTPOWMCTBaA.

Mpw 3ToM 06BbEM M TUN
3alMLLaeMbIX AaHHbIX
camocCToATe/IbHO onpegenseTca
pa3spabotumkom ACY, M2M van lloT

> [lna peannsauum cLueHapves

3aWmnTbl MHGOPMaL MM 3aLimLLaemMoe
YCTPOMCTBO BbI3bIBaeT Tpebyemble
kpunTtorpaduueckme GyHKLUUM Npr
nomoun APl-nHTepdelica

MopaepxuBaeT paboty

C MNPOMBILLIEHHBIMW MPOTOKONAMM.
Ansa 3aWmnTbl NepesaBaeMblX JaHHbIX
MCNONb3YyeTCsH NMPOMbILAEHHbI
KpunTorpaduyecknii NPOTOKON

C MasblM 06bEMOM BCMOMOraTe/lbHbIX
AaHHbIX

ObecneurBaeT UHPOPMALNOHHYHO
6e30MacHOCTb Ha YPOBHE AaHHbIX,
He Tpebys BHECEHWNS M3MEHEHWUI Ha
KaHa/IbHOM YPOBHE KOMMYHWKaLWii
MHGOPMaLMOHHOW CUCTEMBI

MAK ViPNet SIES Core He 3aBUCUT
OT apXUTEKTYpPbI 1 OMNepaLMiOHHOM
CUCTEMbI 3aLLMLLLAEMOTO YCTPOMCTBA.
ViPNet SIES Core MmoXxHO
WHTErpMpoBaTh B 3alLMLLaeMble
yCTpoWncTBa 6e3 onepayoHHOM
cuctembl (bare metal)
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t ViPNet SIES Core Nano

Kpuntorpapuyeckuin umn ana 3awmtbl UHGOPMaALMKU YCTPOMUCTB
aBTomaTusauuu, IoT M npubopoB y4eTa, peasM30BaAHHLINA
B BMAE MWHMATHPHOrO 4YuMna POCCUMACKOro MpPou3BOACTBA.

NMPUHLUUN PABOTHI

ViPNet SIES Core Nano peanv3oBaH B Buae
cucteMbl Ha kpuctanne (System-on-a-Chip, SoC),
MOHTUPYEMOW Ha NeyaTHyto naaTy 3aLiMLLaeMoro
ycTpowncTBa. [na nHTerpaumm Kkpuntoumna

C 3aLMLLLaEMbIM YCTPOMCTBOM UCMOb3YyeTca
nHTepdenc SPI.

ViPNet SIES Core Nano paboTtaeTt B NacCMBHOM
peXuMe, BbIMOAHASR KpUnTorpaduyeckyto
06paboTKy AaHHbIX MO KOMaHAe 3aLlMLLaeMOro
YCTPOWCTBA. 3almiLaemMoe ycTponcTBo vepes API-
NHTepdenc oTnpaBaseT KPUNTOUMUMy 610K AaHHbIX
N KOZ, KOMaHZbl, onpeaenstowmnii Tpebyemyto
06paboTky 6aoka gaHHbIX. ViPNet SIES Core Nano
BbIMOJIHAET 3aMpPOLLUEeHHY KpunTorpaduyeckyro
onepaLuto Hag nepegaHHbIM 610KOM AaHHbIX

1 BO3BpaLLaeT 3alLMLLaeMOMy YCTPOMCTBY OTBET

B BUAe Npeobpa3oBaHHOro 610Ka faHHbIX AN
pe3ynbTaTa ero o6paboTkm.

CTpyKTypy 1 COCTaB AaHHbIX A1A 3aLMTbl
(KOoMaHAbI ynpaB/ieHWs, TeIEMEeTPNYECKYHO
NHPOPMALNIO, CEPBUCHbIE KOMaHAbI) 3ajaeT
pa3paboTunk 3auiaemoro ycrponcraa. OH e
onpeaenset aAropuTMbl 06paboTku pesynbTaTa
3anpoLIeHHON KpunTorpadpuueckon onepauum
npviknagHbim MO 3aLmiaemMoro ycTponcrsaa.

Kntoum B ViPNet SIES Core Nano xpaHatca

B CMeLNaNbHOM 3allNLLEHHON 061aCcTN NaMATH
B HEM3MEHAEMOM U HEM3BNEKAEMOM BUE.
Bnarogaps BbICOKOM CTENEHM 3alUTbl OT aTak
NHXXEHEPHOro NPOHMUKHOBEHMA B COOTBETCTBUM
¢ TpeboBaHmaMK k CK3M-HP kpmntounn moxeT
3KCNNyaTUPOBATLCS BHE KOHTPONPYEMOW 30HbI,
a CPOK XPaHEHMs N NCMONb30BaHWNA KAHOUEBOM
nHdopMaLnm MOXeT gocTuratb 16 ner.

NMPEUMYIIECTBA

> Hunskoe s3HepronoTpebaeHne

> He Tpebyet 06cny>xmBaHus

> BbICOKMI Knacc 3almTbl

> JKCnayaTaumsa BHe KOHTPOANPYEMOW 30HbI

> He TpebyeT cMeHbl KtoYen B Te4eHne BCero
cpoka cny>bbl nsgenuns

> [potokon CRISP, noaxoaawmm ans 3awmnThbl
JlaHHbIX B 60/IbLUINHCTBE M3BECTHbIX
loT- npoTokoioB

> LleHTpann3oBaHHOe ynpaBieHne
n3 ViPNet SIES MC

> MonHOCTbIO poccuiickas pa3paboTtka

> CpOK XpaHeHWs 1 NCNoJib30BaHNA
KJr0UYeBOWN MHPopMauuMn Ao 16 net
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ViPNet SIES Unit

ViPNet SIES Unit npegHa3HadeH Anda 3awmTbl YCTPOMNCTB YpPOBHA
onepaTuUBHO-AucneT4Yepckoro ynpasneHua ACY TN (SCADA-cepBepbl,
OPC-cepBepbl, cepBepHble CUMCTEMbl CcO6Opa U MOHMTOPUHIra AAHHbLIX,
paboyne cTaHuum M Ap.), MHPOPMALMUOHHO-BLIMUCIUTEJIBHOIO
komnnekca UCYD unm cepsepoB npunoxeHun IIoT.

MPUHLUWN PABOTDI

ViPNet SIES Unit pabotaeT nog ynpaeneHnem
onepauyunoHHbIx cnctem Windows u Linux.

ViPNet SIES Unit yctaHaBnvBaeTcs Ha
BblE€/IeHHbIN CepBeEP WM HEMOCPEACTBEHHO

Ha 3aLMLlaemble YCTPOUCTBA — CepBepbl

n paboune CTaHLUN YPOBHA OMepaTUBHO-
avcnetyepckoro ynpasaeHuna ACY TI1, Hanpumep,
SCADA-cepsep, OPC-cepsep, APM onepatopa,
APM unHxeHepa v ap. 3aliuiaeMoe yCTPONCcTBo
B3ammogenctayeT ¢ ViPNet SIES Unit

Ha ypoBHe npukaagHoro MO nocpeacTsom
nporpaMMHoOro nHtepdenca npunoxeHuns API.
ViPNet SIES Unit paboTtaeT B naccMBHOM pexunme,
BbINOAHAA KpunTorpaduyeckme onepawmm

C AaHHbIMKM MO 3anpocy npukaagHoro MO
3alMLLaeMOoro yCTpoKUCTBa.

CTpyKTypY M COCTaB AaHHbIX (KOMaHAbI
yrnpaBaeHus, TenemetTpuyeckas nHGopmaums,
CepBUCHbIE KOMaHAbI U Ap.), @ TakXXe MEeTOZA
3aWwuTbl onpegenset paspaborumk ACY T,
M2M wawn lloT. MK ViPNet SIES Unit BbinoaHset
3anpoLUeHHY ornepaLuio 1 BO3BpaLLaeT
pe3ynbTaT B BUAEe KpunTtorpapmyeckoro
npeobpa3oBaHns 06paboTaHHbIX AaHHbIX UK
WX aHanu3a. B 3aBMCMMOCTM OT 3anpoLleHHOWN
KpunTorpadryeckon onepauun 3amaemoe
YCTPOMCTBO MOXET UCMO/b30BaTh pe3y/bTaTt
06paboTkn 6aoKa AaHHbIX ANA NPUHATUA
peLleHns O LOCTOBEPHOCTM AaHHbIX INM60
MCNO/NIb30BaTh MONYUYEHHbIN pe3ynbTaT

B 3aLLMLLEHHOM ObMeHe C ApyrrmMu
3alMLLaeMbIMK YCTPONCTBAMM.

NMPEUMYLIECTBA

> OyHKLMOHaNbHO 3aKOHUYEHHOe CPeaCcTBO KpunTorpaduyeckon 3awmtsl nHdopmaumm (CK3N)

> PaboTaeT Kak NporpamMMHbI CEPBUC, B MAaCCMBHOM peXume OTBeYas Ha 3anpochkl NPUKAaZHOro
MO 3awuLaemMoro nm yctponctaa. Npu 3ToMm 06beM 1 TUN 3aLLMLLAEMBIX JAaHHbIX CAMOCTOATENBHO
onpegensetcsa paspaborunkom ACY T, M2M wnam lloT

> [lna peanunsaumm cLeHapueB 3aWwmnTbl HGOPMaLMKM 3aLMLLaeMOe YCTPOMCTBO Bbi3blBaeT Tpebyembie
kpunTorpadpuyeckme GyHkumm npu nomowm API-nHtepdelica

> MNMoaaep>xmBaeT paboTy C NPOMBILLIEHHBIMY NPOTOKONAMW. [N 3alUmTbl NepesaBaeMblX AaHHbIX
MCNOb3yeTcA NPOMbILLAEHHBIN KpunTorpadpuuecknin npotokon CRISP ¢ ManbiM 06beMom

BCromMorate/JibHbIX AaHHbIX

> ObecneumnBaeT MHGOPMALMOHHYHO 6€30MacHOCTb Ha YPOBHE AaHHbIX, He Tpebys BHeceHus
N3MEHEHNIN Ha KaHalbHOM YPOBHE KOMMYHMKaLMA MHGOPMALIMOHHOW CUCTEMBI

®CB Poccuum

CEPTUOUKALUA

> CK3W knaccos KC1 n KC3

CeupgetenbcrBa
> B peectpe poccuickoro MO
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HE ViPNet SIES MC

ViPNet SIES MC no3BonfAeT ynpaBAATb XW3HEHHbIM LIUKJIOM
npoayktoB ViPNet SIES u CK3U cTOpOHHMX pa3paboTyMkoB

KaKk egMHoOn nnatdopmon: pa3BopaumBaeT peweHue ViPNet

SIES n CK3U gpyrux npousBoauTeneil foBepeHHbIM ob6pa3om,
obecneynmBaeT BBOA B 3KChNJlyaTauuw KOMMNOHEHTOB pelleHusA
ViPNet SIES un CK3M cTOpOHHMX npoussoaguTenen u nosponsert
OOHOBNATbL KaK CaMM KOMMOHEHTbl peleHuA, TaK U UX KIHW4YeBYyl
nHoopmaumio. ViPNet SIES MC oTBe4aeT 3a ynpaB/ieHue
KOMMOHEHTaMU peleHUA Ha BCeX CTaAUAX UX XU3HEHHOro

UMKAa OT BBOAA B 3KCMN/JyaTauuw A0 BbiBOAA U3 obpaueHus.

OCHOBHbBIE ®YHKLUU

> Nnnuymannsauma ViPNet SIES Core, > BbIBOA 13 3KcnyaTaumMm KOMMNOHEHTOB
ViPNet SIES Unit peweHusa ViPNet SIES

> BBOZ B 3KCMAyaTaLmio KOMMNOHEHTOB > O6HOBAEHME NpPOrpaMMHOro obecneyeHums
peweHusa ViPNet SIES komnoHeHToB peweHus ViPNet SIES

> MOHUTOPVHI KOMMNOHEHTOB peLLeHnA > OpraHun3auma 3aLMLLLEeHHOro B3anMoencTBIS
ViPNet SIES MeXAy 3aLmLLaeMbIMn YCTPOMUCTBaMU

- - C MOMOLLIbHO KOMMOHEHTOB peLLeHus
> YnpaBfieHne Knto4eBon nHpopmavmen .
P Popuay ViPNet SIES

n cepTmdunkaTaMm KOMMOHEHTOB peLleHns
ViPNet SIES > [poBegeHVe MeponpuaTUi
npv KOMNPOMeTaL M KOMMOHEHTOB
pewweHunsa ViPNet SIES

- & &2 B B B B B B
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NMPEMMYLIECTBA

> BbICTPbIV BBOZ, B 3KCMAyaTaL Mo
3aLmLLLEHHOM cucTembl ¢ CK3

> CHMXeHwue 3aTtpat
Ha obcnyxumBaHme CK3U
3a cyeT aBTOMaTM3aL K, CMeHb!
KAtoueBor nHdopmaLmn
1 NepMOANYECKOro KOHTPOS

> [MoBblWeHWe NPO3pPayuHOCTH
B ynpassieHun CK3U 3a
cyeT Hannuuna pyHKUMOHaNa
MHBEHTapu3ayum

> BO3MOXHOCTb MHTErpaumm
B 3almweHHyto cuctemy CK3N
CTOPOHHWX NPOUN3BOAUTENEN
ANA ynpaBaeHnsa nmm

> HeT HeobxoammocTn
YCTAHOBKW AOMONHUTEIbHOFO
MO Ha paboune mecTa
aAMUHUCTPATOPaA CUCTEMDbI
6e3onacHocTn. [na
NOAKNHOUEHUN aZAMUHMCTPATOPOB
MO>XHO MCMOb30BaTh
nobon bpayzep

> Moaxoaunt ans paboTtsl
B KOMMaHUAX Kak
C TEppUTOPUANbHO
pacnpeseneHHbIMU
cucTeMamu, Tak v Ans
cepBUC-NpoBaliZepoB

CEPTUOUKALMA

®CB Poccunm
> CK3W knacca KC1 n KC3

CBugertenbcTBa
> B peectpe poccuiickoro MO

> B peectpe MuHnpomropra
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Virtual Private Network
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