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HITA

1. Mpukas GATCU 152 (MHcTpykuma)
2. [K3-2005 (Mpwnka3 ®Cb NQ 66)

3. MM 313

4. OTKpbITble TpeboBaHmsa (TK26) =
https://tc26.ru/standarts ===
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OnpegeneHuns

Kpuntorpadpunueckuit Knou (KpUnTokaou) —
COBOKYMHOCTb AaHHbIX, obecneymsatoLLaa BbiIbop ogHOro
KOHKPETHOro Kpuntorpaduyeckoro npeobpasoBaHmA 13
4YMC/la BCEX BO3MOKHbIX B AHHOWN KpUnTorpapmyeckom
cucteme (onpeaenenme u3 Mpukasa PAMCU Ne 152 ot ot
13 nioHa 2001 r.)

©2018, OAO «NHPoTeKC».
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OnpegeneHuns

KnroueBasa uHpopmauma — cneumanbHbiM 06pa3oM opraHM3oBaHHAA COBOKYMHOCTb
KPUNTOKAKOUYEW, NpesHa3HaYeHHasa A4 OCYLLEeCTBAEHMA KpunTorpadbruyeckomn 3awmTol
MHPOPMALMLM B TEUEHME OMpPeSEeNeHHOro CpoKa .

[TOHATE NPUHLMNNANBHOE OTANYNE MEXAY KPUNTOKIOUEM U KAKOUYEBOW MHbOPMaLLnn
MOXHO Ha cneayrowiem npumepe. lNpu opraHusaumm HTTPS, reHepupyroTca KiroueBas napa
OTKPbITbIA U 3aKPbITbIM KAKOY, @ U3 OTKPLITOrO KAKO4Ya U 4ONOAHUTENBHON MHPOpPMaL MK
nonyyaetca ceptmudumkart. Tak BOT, B JaHHOW CXxemMe COBOKYMHOCTb cepTudumkaTta 1 3aKpbITOro
KAtO4a 0bpasytoT KArUeBYH MHGOPMaLMIO, @ KaXAbl U3 HUX MO OTAEebHOCTU ABAAETCA
KPUNTOKAHOUYOM. TYT MOXXHO PYKOBOZACTBOBATLCA C/IEAYHOLLMM MPOCTbIM MPaBuIoM —
KOHeuHble noab3oBatenn npu pabote ¢ CK3W ncnonb3yroT kao4veByto MHbopMaLuto, a
KPUATOKAKOUYM 06bI4HO ncnonb3ytot CK3U BHyTpu cebs. B Toxxe BpemMs BaXKHO MOHUMATb,
YTO KNtoYeBas MHGOPMaLMA MOXET COCTOATb U3 O4HOIO KPUMTOKKOYA.

©2018, OAO «NHPoTeKC».
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OnpegeneHuns

KnroueBble OKYMEHTbl — 3/1eKTPOHHbIE AOKYMEHTbI Ha NH0ObIX HOCUTENSX MHbOPMaL MK,
a TakXe AOKYMEHTbl Ha ByMa>kHbIX HOCUTENAX, COAep Kallme KAUeBYHO NHPOPMaLMIO
OrpaHNYeHHOro AocTyna Ana Kpuntorpadmnyeckoro npeobpasoBaHna MHbopmaumm ¢
MCNOJIb30BaHNEM anropuTMOB KpunTorpadmueckoro npeobpasoBaHna nHGopmaumm
(KpunTorpadmnyeckmin Karou) B LUINGPOBaNbHbIX (KpUNnTorpabmnyeckmx) cpescreax.
(onpeaenenuve n3 [ocraHosneHua MNpasutensctea N2 313 ot o1 16 anpena 2012 r.)

To ecTb, KJIFOUEeBOW AOKYMEHT — 3TO KNKo4YeBaAd I/IH(I)OpMaLI,I/IH, 3aliMCaHHada Ha HOCUTEJIE.
|_|pl/| aHanu3se KJar4yeBoun |/|Hc|>op|v|au,|/|m N KJTHOYEBBLIX AOKYMEHTOB CNE€AYET BblAE/INTb, UTO
IKCNyaTnpyeTCA (TO ecTb NCnonb3yeTca And KpVII'ITOFpaCI)I/ILIeCKVIX npeo6pa3OBaHV||Z -
LLII/ICI)pOBaHVIe, 3NNIEKTPOHHAaA nognvcb n T.,D,.) Kiro4eBad I/IH(I)OpMaLI,I/IH, a nepegaroTca
pa6OTHVIKaM KJ1ro4YEBbIE AOKYMEHTbLI €€ Codep>Kallne.

©2018, OAO «NHPoTeKC».
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B VIA bl C K3 I/l infotecs’

" CpeAcTBa WKUPpoOBaHUSA,

" CpeAcCTBa MMUTO3ALUMTHI,

" CpeAacCTBa 3N1EKTPOHHOW NOANMUCH,

" CpeAcCTBa KOAMPOBAHMS,

" CpeACTBa U3roTOBEHUSA KNHOYEBBIX JOKYMEHTOB, KNtOYeBbIe
AOKYMEHTBI,

" anmnapartHble WudpoBsasbHble (KpunTorpapunyeckme) CpeacTsa,

" [porpaMmMHoO-anmnapartHble WndpoBasibHble (KpunTorpapunyeckme)
cpeAcTBa.

©2018, OAO «NHPoTeKC».
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OnpeaenieHnsa (MK3-2005 v MM313)

LLUnpposanbHble (KpunTorpapuyeckne) cpeactsa 3awmtbl MHGOPMaLLUK
KOHPUAEHLMANBHOIO XapakTepa MMEHYHOTCA CpeacTBaMuM KpunTorpadmnueckom
3awmnTbl tHGopmauum (aanee - CK3U). K CK3W otHocAaTca:

a) CpeacTBa WndpoBaHMA - annapaTHble, NPOrpaMMHbIe U annapaTHO-
NpPOrpamMMHbIe CPeACTBa, CUCTEMbI M KOMMJIEKChI, peann3yroLine aaropuTMbl
Kpuntorpadumueckoro npeobpasoBaHma nHPopMaLnm N NpesHazHayeHHble Ans
3aWMTbl MTHGOPMaLMK NPU Nepegade No KaHanam CBA3M 1 (Man) A4 3amThbl
MHOPMALMN OT HECAHKLIMOHMPOBAHHOIO AOCTyNa Npu ee obpaboTke 1 XxpaHeHUw;

©2018, OAO «NHPoTeKC».



OnpeaeneHus infotecs

6) cpeacTBa MMMUTO3aLLMTBI - annapaTHble, MPOrpaMMHble M annapaTHO-NPOrpaMMHble
CPeACTBa, CUCTEMBI U KOMMJIEKCbI, peannsytoLlme aaroputMbl KpUntorpapmnyeckoro
npeobpazoBaHusa MHGOPMALMM U NPpeAHA3HAYeHHble AN 3alMTbl OT HAaBA3bIBAHMA JOXHOW
nHPopmaunm;

B) CPEACTBA 3/1EKTPOHHOM NOAMUCK - annapaTHble, MPOrpaMMHbIe U annapaTHO-
nporpaMmMHble CPeACTBa, obecneyrBaroLlMe Ha OCHOBE KPUNTOorpapuruyeckmx
npeobpa3oBaHMin peann3aymio XoTsa bbl OAHOM U3 caeayrowmnx GYHKLMNA: Co34aHne
3/1eKTPOHHOM NOAMUCK C MCNOJIb30BaHNEM 3aKPbITOrO KJiKo4Ya 31eKTPOHHOM NOAMNCH,
noATBEpPXKAEHNE C MCMNOAb30BaHMEM OTKPbLITOrO KJikoua 31eKTPOHHOM NOANNCY NOAANHHOCTY
3/1eKTPOHHOM NOAMUCK, CO3A4aHNE 3aKPbITbIX M OTKPbITbIX KAHOUEN 3N1eKTPOHHOW MOANUCY;

©2018, OAO «NHPoTeKC».



OnpeaeneHus infotecs

) CpeacTBa KOAMPOBAHMA - CPEACTBA, peannsytoLme aaroputMbl Kpuntorpadmnyeckoro
npeobpazoBaHma MHGOPMaLMK C BbIMOJAHEHMEM YacTh Npeobpa3oBaHNA NyTEM PYyUHbIX
onepauuin Uam C NCNOJIb30BaHMEM aBTOMaTU3MPOBAaHHbIX CPEACTB Ha OCHOBE TakKMX
onepauuu;

A) CPEACTBA N3roTOBIEHNS KAKOUEBBIX JOKYMEHTOB (HE3aBMCUMO OT BUAA HOCUTENS KAHOUEBOW
MHPopMaLMM)- annapaTtHble, MPOrpaMMHbIe, MPOrpaMmMHoO-annapaTHble WndpoBasbHble
(kpunTorpadunueckme) cpeactea, obecneumpatroLie BO3MOXHOCTb M3FOTOBAEHUA KJIFOUEBbIX
AOKYMEHTOB A5 LN POBasbHbIX (KpUnTorpaduyeckmnx) CpeacTs, He BXOAdALW e B COCTaB 3TUX
LW pPOBabHbIX (KpUnTorpapuyeckmx) CpeacTs;

e) K/touYeBble JOKYMEHTbl (He3aBUCUMO OT BUAA HOCUTENS KAKOUYEBOW MHDOPpMaLnm).

©2018, OAO «NHPoTeKC».



Ayant CK3WU




Kak npoBectn ayant CK3U intotecs

= Onpoc COTPYAHMUKOB;

=  AHanus JokyMeHTaumm opraHmsaumnm, BKAOYasa BHYTPEHHME
HOpMaTMBHbIE U pacnopAguTenbHble LJOKYMEHTbI;

* BusyanbHbIN aHaAN3 CEPBEPHbIX KOMHAT N KOMMYHUKALLMOHHbIX
LKapOB;

»  TexHMYeCcKMX aHaN3 COAEPXXMMOro aBTOMaTU3MPOBaHHbIX Paboumx
mecTt (APM), cepBepoB 1 CpeacTB BUPTYyaan3aumu.

©2018, OAO «NHPoTeKC».



[TlepeuyeHb CK3V e

Mogaenb CK3W. (Hanpumep, CK3W ViPNet CSP nan Kpunto CSP)

NaeHtndukatop sksemnaspa CK3W. (cepuiHbIi, AMLEH3NOHHBIA MAK perncTpaLmoHHbii no [K3-2005,

Homep CK3W)

Ceepserua o ceptudumkate PChb Ha CK3W (BktoUas HOMep 1 AaTbl HaYana M OKOHYaHMA CPOKOB AENCTBUISA).
CeeseHuna o mecte skcnayataunm CK3W (MMa KoMnbroTepa Ha KOTOPOe yCTaHOB/IEHO nporpammHoe CK3U,

WAV HaVMEHOBaHMe TEXHNUYECKUX CPEACTB UM MOMELLEHWA rae YCTaHOBAEHbI annapaTHblie CK3).

[aHHasa nHpopmauma NO3BOANT:

1.
2.

Ynpaenatb yazsmmoctamu B CK3W, To ecTb 6bICTPO Mx OBHapy>XmMBaTb M MCNPaBAATD.

OTtcnexuBaTb CPOKM AencTBUA cepTudukatoB Ha CK3W, a Tak>ke NpoBepATb NCMOAb3YETCA N
ceptndumuympoBaHHoe CK3W B cOOTBETCTBUM C MpaBMAaMM, YCTAHOBIEHHBIMW AOKYMEHTALMEN UAN HET.
MnaHuposatb 3atpatbl Ha CK3W, 3Has CKONBbKO y>Ke HaxoAMTCA B IKCMAyaTaLmMmn U CKONAbKO elle eCTb
CBOZAHbIX CPEACTB.

dopmMmpoBaTb pernaMmeHTHYH OTYETHOCTb.

©2018, OAO «MHpoTeKC».
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[lepeueHb kKaUEBOU MHPOPMaL MK nioteoe

Mo ka>xaomy 3/1eMeHTy nepeyHa GpUKCMpyeM cieaylolne AaHHble:

1. HavmeHoBaHuve wiv naeHTmdbukaTop karyeBon nHbopmaumm. Hanpmmep, «Katou kBanmouumposaHHo M. CepuriiHbIl
Homep ceptudukata 31:2D:AF», npun 3ToM naeHTndumKaTop cnegyet nogbmpatb Takum ob6pasom, UTobbl MO HEMY MOXXHO 6bl10
HaWTK KNtoY. Hanpumep, yA0CTOBepSAtOLLME LEHTPbI, KOT4a NOCHIIAKT YBEAOMAEHUS OObIYUHO UAEHTUDULMPYHOT KAKOUM MO
HOMepaM cepTUhUKaATOB.

2. LUeHTp ynpaBnenusa knroyeson cuctemont (LLYKC), BbIMyCTUBLUMIA AAHHYHO KAOUYEBYH MHPOPMaLIMIO. ITO MOXET HbITb
OopraHu3auma BbiMyCTUBLUAA KAKOY, HaNpUMep, YA0CTOBEPAIOLLUNIA LIEHTP.

3. Pusmyeckoe ML, Ha MMSA KOTOPOTO BbiMNyLLieHa KAtoueBas MHPopmMaLmsa. ITy MHGOPMaLMIO MOXHO 13Baeub 13 noner CN
ceptuoumkaTtos X.509

4. ®opmart katoveBor nHpopmaumun. Hanpmumep, CK3M ViPNet, KpuntolPO, CK3U Bepba-OW, X.509 n 1.4 (namn gpyrumm
cioBaMu ana ncnonb3osaHma ¢ kakmumm CK3W npegHasHaveHa gaHHasa Karovesas nHGopmauma).

5. Ha3HaueHue kaoueBon nHdopmMauuun. Hanpumep, «yYyactme B Toprax Ha naowagke CoepbaHk ACT», «KBannpuumpoBaHHas
3/IeKTPOHHAaA NOAMUCH ANA CAAYM OTUETHOCTU» U T.A.

HayaJsio 1 OKOHYaHMe CPOKOB AENCTBUA KJAHUYEBOW MHOOPMAaLLUN.

[NopasoK nepeBbinycka KNHOYEBON MHbOpMaUnK. TO eCTb 3HaHUSA O TOM, UTO HY>KHO ZefaTb U KaK, Mpy NepeBbinycke
katoueBon nHGopmaumn. Mo KpanHen Mepe xenatesbHO GUKCUPOBATb KOHTaKTbl 4OMKHOCTHbIX Ay, LIYKC, BbinycTmBLiero
KAOUEBYH MHGOPMaLMIO.

8. [lepeyeHb MHPOPMALMOHHbIX CUCTEM, CEPBMUCOB WM BU3HEC-MPOLLECCOB B paMKax KOTOPbIX MCMNOAb3YeTCs KAtYeBas
nHdopmauus. Hanpumep, «Cnuctema UCTaHUNMOHHOTO 6aHKOBCKOro obcnyxmnanma NHTepHeT KnneHT-baHk».

©2018, OAO «MHpoTeKC».



ﬂepequb KJTHOUEeBbIX ,[I,OKyMeHTOB infotecs’

Mo kaxxaomy 3/1IeMeHTy nepeyHa Heob6XxoaAMMO yKa3aTb AaHHbIe:

1. KnroueBas nHdopmaums, cogepkallanca B KIHOUYEBOM AOKYMEHTE.

2. Hocutenb knroueBon nHGOpMaLMK, Ha KOTOPbIN 3anmcaHa KaroyeBas MHGopmMaLms.

3. /Lo, OTBETCTBEHHOE 3a COXPAHHOCTb KJIKOUEBOIO JOKYMEHTa U
KOHPUAEHLMANbHOCTb COAEPIKALLLENCA B HEM KHOUEBOW MHOPMaL UK.

AaHHaa nHpopmaLma NO3BONNT:

» [lepeBbinyckaTb KAHOUEBYO MHOOPMALMIO B CAyYasx: YBOJbHEHNSA PabOTHMKOB,
obnasarolmx KNOUEBBIMU AOKYMEHTaMM, @ Tak>Ke Mpu KOMMNpPOMeTaLMn HOCUTENEN.

= (ObecneumBaTb KOHPUAEHLNANBHOCTb KJAKOYEBON MHPOPMALIUK, MYTEM
MHBEHTapU3aLnmM HOCUTENEN ee COAeP>KaLLMX.

©2018, OAO «NHPoTeKC».



CK3W (PKIl), 3awmTa
MOPTaNbHbIX PELUEHNM

F= )



Ycnyrn, npepocrasasemblie YL, e

B npouecce cBoen gearenbHoctn YL, npepocraBnser nonb3oBartenam YL, cneayrowme Buabl ycnyr:

» BHeceHue B peecTtp YL perncrpaumoHHon nHpopmMaummn o BragenbLax cepTmdurkaTos,;

"  U3roTOBJIEHWE CepTUPUKATOB B INEKTPOHHOWN dopme;

" N3roToBJIeHME CepTUPUKATOB Ha ByMa>KkHOM HOCUTeNE;

*  dopmupoBaHue karouen Il n knroven nposepkn 3l No obpalleHmnam 3aaBuTeNeN C 3aNUCbIO UX Ha
KJAHOUYEBOMW HOCUTEND;

" BeJeHWe peecTpa cepTudunKaToB, M34aHHbIX B 4aHHOM YLI;

"  npepocCTaBAeHMNE B 3N1EKTPOHHON dopMe cepTUdMKaTOB, HAXOAALLMXCA B PeeCTpe U3roTOBNEHHbIX
ceptndurkaToB, MO 3anpocamM NnoibL3oBaTenew;

"  aHHy/AMpOBaHMe cepTndmkaTtoB No obpaLLeHMaM BaajebLeB CepTUNKATOB;

" BeJeHWe CMUCKOB aHHYNMPOBaHHbIX cepTnudumnkaTos (Aanee — CRL) n npegoctaBneHme oOCTyna K HAM
noNb30BaTeNaM;

" noaTBepXAeHMe MNOAAMHHOCTY Il B AOKYMEHTaxX, MpeACTaBAEHHbIX B 31eKTPOHHON dopme, Mo
obpalyeHnaM nosb3oBaTeneu;

"  noatrBepXaeHune NoAnnHHOCTK Il goBepeHHOro anua YL, B U3rotoBieHHbIX UM cepTudurkaTtax no
obpalyeHnaM nosb3oBaTeneu;

* pacnpocTpaHeHue cpeacts 31 no obpaleHnsam nonb3oBaTenen.

©2018, OAO «NHPoTeKC».



[ToyMep (Yaoctosepstowmii uenTp ViPNet)

CpeactBa
yAOCTOBEPAIOLLErO LieHTpa

NPOrpamMMHbIV KOMMAEKC
ViPNet Administrator®

infotecs’

BblMnosHAET dyHKLUWKM LleHTpa ceptndmkauymm

nporpamMmHoe obecreyeHune
ViPNet Registration Point

BbINONHAET PyHKLMM LieHTpa pernctpaumm

nporpaMmmHoe obecneyeHune
ViPNet CA Informing

npegoctasaset ¢pyHkunmn Cepsurca MHGOPMUPOBaAHUA

3aLWnThl MHOOPMaLMK

BcnomoratensHoe
nporpaMmHoe UL S TSR BbINnoaHAeT dyHkuun CepBuca nybavkaumnm
borp ViPNet Publication Service yRKG P y -
obecneyeHve
CpeactBo
o nporpammHoe obecneyeHve
Kpuntorpadbuyeckon NCNoNb3yeTca B KayecTse cpeacTra Il

ViPNet CSP 4.2

ﬂ,OI'IOJ'IHI/ITeJ'IbeIe KOMIMOHEHTHI

MporpaMmMHbIN KOMMNAEKC
ViPNet TSP-OCSP Service

BbINONHAET GYHKLIMN CAY>XObl LUTAMMNOB BPEMEHUN U CepBUCca
NpOBepKw cTaTyca cepTudunkaToB

Beb-cnyx6a
ViPNet CA Web Service

A1 OpraHn3aunmn B3anMoaencTBua Mexay KavneHTamm Beb-
cnyx6bl n nporpammon ViPNet YKL,

MNporpamma
ViPNet CryptoFile

ANs 3aWmTbl GarinoB Nobbix GOPMaTOB C MOMOLLBHO LWKdpPOBaHNA

©2018, OAO «NHPoTeKC».



TLS Gateway

= CK3U B ncnonHeHmax knacca KC1 mn KC3

= Ceptndukar gencryet go 28.02.2021

infotecs’

PAJThITAH CIVIKEA BEIOOACHOCTH

POCCHHACKOH ®EIEPAIIMA

Coerema cepridumzamin POCC RULOD01.030001

CEPTUDPHKAT COOTBETCTBHA

Perucrpamminait novep Cdb /124-2339
JleiicTentencH 1o " 28 " _dheaparn 2021 r,

or " 28 " cheaparn 2018 1.
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[Tpmep VIPNet TLS Gateway

Pecypc N MHuTepHeTt
Pecypc 2 J

Pecypc 1

HTTP

KopHegoii

infotecs’

CepTudmukatnbl
nonb3oBaTenei

KopHeeol
ceptndukar YL

\ ; cepTUdmkat YL |
R e R s
MAK i " CepTndukar npoBepku

VIPNet TLS Gateway NOAAMHHOCTK cepBepa
ViPNet TLS Gateway

Certification Authority
yaoctosepaowmMia ueHtp (PKI)

©2018, OAO «HpoTeKC».



[Tpmep VIPNet TLS Gateway

YnpasneHve AOCTYNOM
[Moaaep>kka pasinyHbIX

Ha OCHOBE YnaneHHoe ynpaBaeHue
LEeHTPOB AoBepus
cepTudurkaTos
= BepgeHve yepHbIx U =  ABTOMaTMyeckoe = Ponesas mogenb
6enbix CNMCKOB obHoBneHme CRL * YnpaBsneHve v
= 3ajaHve npasun = [logaep>xka TSL- NOJIb30BaTENbCKNI
npeAoCTaB/ieHUs crnucka nHTepdenc
AocTtyna (MnHKOMCBA3b) pa3aesieHbl

= (ObpaboTtka 3anpocos
Ha NpeAoCTaBAeHNE
A0CTYyna

©2018, OAO «/HpoTeKC».






Ycnyru, npegocrtaesnsemsle YU miotees

B npouecce cBoeun geatenbHocTn YL npegocraBnseT nonb3oBartenam YL cneayrowme BuAbI yCnyr:

BHeceHue B peecTp YL perucrpaumoHHon nHgpopmauum o BnagernoLlax cepTuduKaTos;
N3roTOBIEHNE CEPTUPUKATOB B INEKTPOHHOM POpME;
N3roTOBMNEHNE cepTUdUKaToB Ha ByMaHOM HOCUTENE;

dopmmpoBaHue kntoden 3 n knoven nposepkun 3l No obpalleHnam 3asiBUTENEN C 3annUCbio UX Ha KIOYEeBOM
HOCUTEND;

BeeHne peecTpa cepTudunKkaToB, N3gaHHbIX B JaHHOM YL;

npenocTaBreHne B SrNeKTPOHHOM hopMe cepTUdUKATOB, HAXOOSALLMXCA B PEeCTpe U3roTOBMNEHHbIX CepTUIUKATOB,
Mo 3anpocam nosb3oBaTenei;

aHHyNupoBaHue cepTudurkaToB No obpalleHnsM BnaaenbLeB cepTUdUKaTOB;

BeleHNe CIMNCKOB aHHYITMPOBAHHbIX CepTI/ICbI/IKaTOB (nanee - CRL) n npegoctaslieHne OoCTyna K HAM
noJib3oBaTes1aAM;

noaTeepxaeHne nognmHHocTy Al B AOKYMeHTaX, NpeacTaBreHHbIX B 9NEeKTPOHHOM bopMe, No obpaLleHnsam
nonb3oBaTenewu;

nogreepxXgeHne nogsiInHHOCTU all JOoBEPEeHHOro nuua yLl B N3rOTOBJIEHHbLIX UM cemechKaTax rno o6pa|.|.|,eH|/|;|M
norb3oBaTeneu;

pacnpocTpaHeHue cpeacts 3l no obpalweHnsm nonb3oBaTenen.
©2018, OAO «NHPoTeKC».






OnpegeneHuns e

VPN — cnocob ncnoib3oBaHWA OTKPbITbIX M YACTHbIX CETEN TakOW, YTOObI
nonb3oBatean VPN 6bian oTaeneHbl OT A4pyrmx nosb3oBaTenen N Moram
B3aMMOAENCTBOBATb MeXAy COboU, Kak ecan Obl OHN HAXOANANCH B €ANHOM
3aKpbITON (BblAENEHHOW) CETW.

VPN - virtual private network (BupTyanbHasa yactHasa ceTb) nau
virtual protected network (BupTtyanbHas 3awmieHHas ceTb)

©2018, OAO «NHPoTeKC».



Knaccnopumkauyma VPN m

VPN (Virtual Private Network —

BUPTYya/bHas YacTHas ceTb) — -

Normyeckas ceTb, CO3aBaeMas MOBEpX

ApYroli ceTu, Hanpumep UHTepHer. q

NMpumepbl TexHonorn VPN

= L2TP/IPSec
PPTP
OpenVPN
ViPNet

HpMMepu



I ntra net VP N | infotecs’

" BHYTPMKOPMNOpPATMBHAasA BUPTyasbHas CETb

» 00beaVHSAET B €4MHYIO 3alULEHHYIO CeTb NOAPa3AeNeHns O4HOM
opraHu3aumm

" CTpouTCA Ha 6a3e 0bLef0CTYMHbIX CeTEN CBA3N

©2018, OAO «HpoTeKC».



Remote Access VPN

[ LleHTpanbHbIii opuc j B WUNbHbIN
s nonbsoBaTenb

0 r =
0 y
F e L
[ dunuman j [ YpaaneHHbil j
nosnb3oBaTenb

" BUpPTYyaJbHasa CeTb C yAaNeHHbIM AOCTYMNOM

= obecneyrBaeT 3alMLEHHOE B3aUMOAENCTBUE MEXAY CETMEHTOM
KOPNOPaTUBHOW CETU N BHELUHVMM NOAb30BaTENAMM

" CTpoUTCA Ha Ha3e 0bLef0CTYNHbIX CeTEN CBA3U

©2018, OAO «HpoTeKC».



Client-Server VPN infotecs

= obecneumBaeT 3aWMTy NepesaBaeMbIX AaHHbIX MeXAY ABYMSA y31aMu
KOPNOPaTUBHOWN CETU

©2018, OAO «NHPoTeKC».



EXt ra net VPN infotecs’

[ LleHTpanbHbI opuc j - MNapTHep

3 =2

" MeXKOoprnopaTMBHasa BUPTYyaabHas CeTb

= obecrneyrBaeT 3alULLLEEHHOE COeAUHEHNE CET KOMMAaHWM C CETAMU ee AeN0BbIX
NapTHEPOB N KJIMEHTOB

" CTpouTCA Ha 6a3ze 0bLLesOCTYNHbIX CETEN CBA3N

©2018, OAO «/HpoTeKC».



[Mpnmep 1
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CtpykTtypa VPN

VPN cocTtount n3s gByx uyacrem:

"  «BHYTPEHHAA» (MOAKOHTPOJIbHAA) CETb, KOTOPbIX MOXET ObITb
HECKObKO,

" U «BHELHAA» CETb, MO KOTOPOW NPOXOANT NHKAMCYINPOBAHHOE
coeanHeHue (06bIYHO ncnoablyetca VIHTepHer).

©2018, OAO «NHPoTeKC».



TyHHennpoBaHue IP-Tpaduka

TyHHeb — 3aWMLULEeHHOe COeMHEHMe, CO34aHHOe ANd nepeaayn
KOH®MAEHUManbHON MHPOPMaL MK Yepes OTKPbITYH CeTb
TyHHeNb co34aeTca C MOMOLLbIO TEXHONOTNN MHKANCYNALNU U TYHHEIMPOBaHUS

TyHHenb obnasaet CBOMCTBAMM 3aLLMLLIEHHOW BbIAEAEHHOW ANHUN

©2018, OAO «/HPpoTeKC».



TyHHennpoBaHue IP-Tpaduka m

-

©2018, OAO «/HpoTeKC».



infotecs’

Mukancynauusa IP-tpaduka

NHkancynauus:

* cnocob nepegaun 3awnaemMon nHdopmaunm yepes
OTKPbITYHO CETb MPU KOTOPOM rnepesaBaembiv |IP-naket
BMeCTe CO CAY>KEOHbIMW MOAAMM YNaKOBbIBAETCA B HOBbIW
naket

" MpW HKaNcynauum atobble IP-nakeTbl ¢ MICNOAb30BaHMEM
wndpoBaHma npeobpasytorca B IP-nakeTbl eanHOro Tnna.
OTO MO3BOJIAET MOJIHOCTBIO CKPbITh CTPYKTYPY
MHGOPMaLMOHHOro obMeHa

©2018, OAO «HpoTeKC».



NHkancynauma IP-tpaduka m
S0 O coosiaiE

oTnpasBuTesb

@l@l@l,@lcoowﬂg
5 B coosuerig — [

nosny4dyaTteinb

, OAO «HpoTeKC».



Nukancynayna IP-tpaduka

[Mpy nHkancynaummn naketbl Nt06bIX IP-NPOTOKONOB YyNakoBbIBAtOTCA B NakeTbl IP-npoTokonos
AByx tmnos: (IP/241 v IP/UDP)

MUcnonb3yetca npotokon 1P/241 NUcnonb3yetca npotokon IP/UDP (nopr55777)

ec/in No NyTu CnefoBaHuA naketa HeT eCc/In NO NYTU NaKeTa BbINOJIHAETCA
npeobpa3zoBaHus IP-agpecos (y3nbl npeobpa3soBaHue IP-agpecoB (Ha NyTu
AOCTYIMHbI MO peanbHbIM IP-agpecam) cnepgosaHums IP-nakeTa pacnonoxeHo

yctponcteo NAT)

eC/IN y3/1bl PACrONOXeEHbI B OLAHOM
MapLIpyTU3MPYEMOM CEFMEHTE

©2018, OAO «NHPOTeKC».



Mukancynauusa IP-tpaduka

IP/241

-

'l——'-)(
ﬁ/

H«—m—»

ﬁ
t (1P/UDP)

Eﬁ

(IP/UDP)

©2018, OAO «NHPoTeKC».




|_|p|/||\/|epb| infotecs’

ViPNet-

ViPNet-
KoopauHaTop ViPNet-knueHT

KoopamHaTop

Internet

-f— — — —|P— — — P - OTKpPbITbIN Tpaduk

—-— —IP/241, IP/UDP — - - 3aKkpbITbili Tpaduk

©2018, OAO «HpoTeKC».



TepMUHaNbHbIV AOCTYN infotecs

ABTOpM3aumnsa
nornb3oBaTens B KoHTponnep nomeHa
OOoMeHe Windows,
DNS,DHCP cepBepbl
( - - T T O
' a |
| =N |
= 5 .
| -
ViPNet | |
|
KoopavnHaTtop | |
[ |

J VLANT ) X —(Coaz

3awumiieHHasa
ceccus

Users <
OTKpbITas

ceccusa

Terminal
Server

TepmMuHanbHas
ceccusd

ViPNet
Terminal

©2018, OAO «MHPoTeKC»



3alMLWEHHBIN YAaNeHHbIW AOCTYN infotecs’

S ST

ViPNet-knneHT

|

nOI\(IaLIJ HAA ceTb

ViPNet-
KoopauHaTop

ViPNet-
KoopauHaTop

ViPNet-knueHT B

Internet

-} — — — —|P— — — - - OTKPbITbIN TPaduK

-}— —IP/241, IP/UDP — - - 3aKpbiTbii TPAdUK

©2018, OAO «HpoTeKC».



MexceTeBoe B3anmoaencTene infotecs

e | X

ViPNet-
KoopAauHaTop

ViPNet-

PNet

ApMuHucTparTop
-}~ — — —=|P— — — - - OTKPbLITbIN TPaApUK

-— —IP/241, IP/UDP — - - 3aKpbITbIl Tpadpuk

©2018, OAO «HpoTeKC».



3almTta BUOEOKOHMDEPEHLCBA3N Infotecs

MoGMNEHLIM

ViPNet
Kowndpepenu-zan ana Coordinator
NpoBegeHMA BMOEC 3acenaHni

Yo i i -
AT T Tt T T ey

©2018, OAO «NHPoTeKC».



[1lpenmyLiectea VPN  —

~  Texnonorum VPN Ha ocHose CUMMETPUYHOM KpunTorpadun:
Q "  N03BOAAIOT ObICTPO nocTpontb VPN-ceTb nroboin macwtabHocTh, He
Q obpallas BHUMaHMA Ha afpecHYrO CTPYKTYpPY,
= no3BoAar0T pa3mewaTtb VPN-Moaynm, kak Ha KOMMNbOTEPaxX BHYTPU
Q noKanbHbIX ceten, 3awmieHHbix NAT-ycTponctesamu, Tak n Ha VPN-
\ LUKO3aX Ha FpaHuLe 0KaNbHbIX CETEN ANA 3aLUNTbl NOKaAbHOW CEeTU B
Q LesloM UIn ee pparMeHToB.
a

npeAOCTaBﬂﬂeTCH BO3MOXHOCTb 0becneuntb 6€30nacHOCTb |/|Hc|>op|\/|au,|/|v|
npn Haanunn BHYTPEHHUX N BHELLHNX HapyLLII/ITeﬂel‘/JI.

©2018, OAO «NHPoTeKC».



TexHonornga ViPNet infotecs

Network Security

O6Hapy>xeHue u
npeceveHue 3awmTa NopTanbHbIX U

BTOPXKEHWI 1 aTaK WEB based cucrem

3awmnTa
KOpPNOPaTMBHOIO

YPOBHS
Intrusion & Threats

ViPNet VPN Detection and Web Secured Gateways
Prevention

©2018, OAO «/HpoTeKC».



TexHonornga ViPNet nfotecs

3awmTa KOHEYHbIX Y3108
Endpoint Protection

[loBepeHHas cpega ObHapy>xeHne u

be3onacHOCTb AaHHbIX
OYHKUMOHNPOBAHUA | MpeAoTBpaLleHne yrpos

©2018, OAO «/HpoTeKC».



TexHonormnsa ViPNet M

Kpuntorpapumnyeckme CMCteMbl, CEPBUCHI U NMPUIOXKEHNSA

NHdpacTpykTypa
OTKPbITOro Kako4a

PKI

[TpnknagHas Kpnntorpaguueckme
Kpuntorpapus naat@opmbl

©2018, OAO «/HpoTeKC».
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LLiIngopaTtopbl ANCKOB

Takou wndpaTtop peluaer cneayrolme 3agaum:

" KOHPUAeHUManbHasa nHpopmMaums
XPaHUTCA Ha HECKOIbKMX KOMMbIOTEPaX
(Hanpwumep, AoMa 1 Ha paboTe), n Bam
HY>XHO 3aLLUTUTb KaXAbIW U3 HUX TakKUM
0bpa3om, uTobbl MOXHO HbI1I0 NepesaBaTh
AAHHbIe MeXAy KOMMbloTepamuy;

©2018, OAO «NHPoTeKC».



LLiIndppaTtopbl ANCKOB

" HY>XXHO nepeaaTtb KOHPUAEHLMANBbHYHO NHPOPMALMIO HA CbEMHOM
HOCUTENE, N Bbl HE XOTUTE, UTODObI AaHHble BblAK NOTEPAHBI AN
YKpaZeHbl;

©2018, OAO «HpoTeKC».



LLiIngopatopbl AUCKOB e

" BaM HY>XHO KOHTPOJMPOBATb AOCTYMN K KOHOUAEHLUNANbHOW MHOPMaLMM Ha
OAHOM WM HECKONbKUX KOMMbIOTEPaX (Hanpumep, NpesoCcTaBuTb 4OCTYN K
AOKYMEHTaM HEKOTOPbIM MOAb30BaTENSAM U CKPbITb UX OT APYrnX
Nnonb30BaTeNen);

" Npu NPUBANXKEHUM NOCTOPOHHMX NNL, BAM HEODBXOAMMO 3aKpbITb JOCTYI K
MHbOPMaLIMKN U CKPbITb €€ HAINUWE;

" py NPUBANKEHUN 310YMbILLIEHHWKOB BaM HEOHXOAMMO BbICTPO U HAaZEXKHO
YAAINTb BCHO KOHPUAEHLMANBbHYH MHPOPMaLUIO.

©2018, OAO «NHPoTeKC».



LLiIngopaTtopbl ANCKOB

B Takux wmnepaTtopax v sy

CO343a€eTCA KOHTEMHeEP,
KOTOpPbIV NpeacTaBaseT coboum
3awndpoBaHHbIN daina Ha
XKECTKOM AUNCKE UAN CbEMHOM
HoCcuTene.

@ Container31BA

OTnioueH

©2018, OAO «HpoTeKC».
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LLiIngopaTtopbl ANCKOB

[Mpw noakNtOUEeHMN KOHTENHEP OTObpaXkaeTcsa B cMcTeMe Kak OBblUHbIV AUCK, Ha
KOTOPbIN MOXHO COXPaHATb KOHPUAEHLMANBHYHO NHPOPMaLLUIO.

& b Komnetotep b - | +2 Mouck: Komneromep o
¥nepagounTte v CeoiicTea cncremel YAaNWNTE MK MIMEHITE NPOrPany MeoakntounTe ceTEBOI uck » == - [ @
S Useparmoe ~ Wma Tun OBLumii pasmep CeoBoano

o 3arpysku 4 Xectkme auckn (2)
il Heaasnue mecra &, Nokansnen gnek (C) Nokansnsii ance 46516 39516
B PaGoumi con [ Hoeii Tom (D2) TNokansHbIR anck 46516 43976

=9 BuBnuorern
B Enaco
=] dowkymenTen
=] WzoBpaskenna
o' Myzebika

m

1% Komnetotep

£, Nokaneneii anck (C:)
= Hoseii Tom (D:)

" | MSK-W0252 Jomen: infotecs-nt Mamate: 8,00 M6
{ Mpoueccop: Intel(R) Core(TM)2 Qua...

JnemenTos: 2 wr.

©2018, OAO «NHPoTeKC».



3awmTa nHbopmMaumm: NOPaAOK AENCTBUN ntorecs

= (Co3paTb KOHTENHEP (KOHTENHEPDI);

= Co3paTb pe3epBHble KOMUWN KAKOYEeNn KOHTeHepa (KOHTEMHEPOB);
= PerysnapHo co3saBaTb pe3epBHble KOMUU KOHOUTypaLunm;

= PerynspHo co3gaBatb dannbl 3KCNOPTa KOHTENHEP];

= [logrotoButbCA K paboTe B yCAOBUAX MOTEHLMANBHOW ONACHOCTY;

= Bcerga npoBOAWTb MOJHYKO OYUWCTKY ANA YHUUTOXEHWA cnepfoB paboTtbl C
KOHPUAEHLMaNbHOW NHGOPMaLmen;

©2018, OAO «NHPoTeKC».



O3/aHMe KOHTeMHepa

e
Cosganue koHTeiinepa

| - CozpnaHve KoHTenHepa

S

3T0T MacTep NoMoxeT Co3AaTE KOHTERHED ANA XpaHeHuA
KOHPUASHUMANEHOA MHpopMaLMK. KoHTednep GyaeT
¥PaHWTECA B BMAOS S3aWMPPOoBaHHOro ©aina Ha aMcKe.

InA npopo mkeHrA HaxkrmTe “"Hanes”.

=

| <Hassn |[ Danee> | [ Omera

infotecs’

(E— KOoHTERHEpa (=25 |

CeoficTBa KoHTefHepa
BapaiiTe ceoficTea KoHTEAHEPa.

Pasmep woHTeinepa [ 00 =]

[] KonTeiinep Ha Bece mack

Arvopuams wponarns

KoMMEHTEPIRA K KOHTEAHSPY

ABTOMETMHECKW NOOKNKDYETE KOHTEeAHep Npw exoae & ViPMet SafeDisk

Ha macke C:h ceoboaro 1223 586 344 KB.

[ <Hasan |[ DOanee> | [ Omena | [ Copasxa |

3NeKTpoHHaA pyneTka E

MoBoAWTE YKaZaTENEM MbILIK B NPEAENaX OKHE MM
HEHMMBNTE MOBEIE KNAEMWN Ha KNaBMaT ype (SanoMMHaTh
WX He HykHO), B pesyneTarte Bawmx cny4afiHelx aeRcTEnA
ByAET MHHMLMaNMSMPOBaH MEHEPaTOP CAYYaRHLIX YMCEn.,

MPOLECC MHHMWARMMIELMN. .. 29%

CoszgaHve KoHTeRHepa

E SGaepepwieHMe CO30aHMA KOHTenHepa
Vﬂ Binarsarmae! [Npi cosganmm KonTefnepa Gbini cosaaHb)
KMIOUW, © MOMOLLBH KO TOPBIK LUMPPYETCA KoHTeRHep. Mocne
SaBEpLIEHMA MacTepa Heofxo Mo CASNaTe pesepsHy
KON KNoYei KoHTedHepa. 3To NosBonMT B cnydYas cioes
BOCCTEHOBMTE KDY 1 068CNeunTe A0CTYM K KOHTSAHEDY.

HauaTe cosmaHmMe pesepsHoil KOMMK KNouei

oToso

©2018, OAO «/HpoTeKC».



Co3aaHune pe3epBHOM KOMUN KAtOUeN nfotecs
KOHTEeMHepa

< o " 7
Cnoco6 oma ]
Vka#Te CNocoB XPaHEHNA PESEPEHORM KoMK KIoued f? -
C W Konum ] ] >
Croco6 o -
=
ViEMUTE GHOGOS KpaHEHIA PESEPEHOM KoM KNoHei f?) N )
Cnoco6 xpascraan: 0ol -
m PesepsHan KoNUA KMiowei KoHTEMHepa Gy AeT XDaHMTHCH Ha SNEKTPOHHOM KoYe
Crioco6 xpancrmna: | o - A INEKTROHHEIM KIIGHOM MOXET BiiTe. HEMDMMED, CMaPT+apTa, USE-ToKeH ni
[ n J === TaBnemxa TouchMemory.
PesepsHER KOMMA KIoUER KOHTEAHEPa BYAET XPaHUTECH B MEfANe, KoTopbIf r:_‘?ﬂﬁfﬂ’f;:“ KeyBackup
PEKOMEHAYETCA PASMECTATE HE BHEWHEM HOCHTENE.
VeTpolicTea: [eToken Aladdin(ooo1d40s ) -
BeeawTe NWH-+«oA: ssssssssss
ZanaliTe LUMA L ACNONOKEHME DaliNg PESEPEHON KOMMU K aouel [F] Coxparmrs MMH-koa
C:\UsershSokolova MarishD ocumnentshContainer24C0 sde ]
[ <Hasaa |[ Hanee> | [ Omuena | [ Crpaska |
[ <Hasan |[ Hanee> | [ Omuena | [ Crpaska |

(o Sy M 7 =
Mapoms aocTyna L
ZapaiiTe Napons ANA NOCNSMYIOWEro AOCTYTIA K PESEPSHOM KON KIouen ff)

3apaiTe napons

BEemiTe Napone euwe pas AnA NOATEEpXASHAR:

He peromerayeTcs noronssosaTs napons ana sxons s ViPNet SafeDisk. Mapons
ADIDKEH COfep#aTs HE MeHee & CUMBONOS

[ <Hasan |[ Hanee> | [ Omuena | [ Crpaska |

©2018, OAO «MHpoTeKC».
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BocctaHoBneHMe AOCTyNa KO BCEM KOHTEMHEpPaM
C MOMOLLIbHO BOCCTAHOB/IEHMS KOHbUTYypaLmm

Boccranoenenne kondunrypauan ViPNet SafeDisk-V BoccTaHoBneHme koHburypauun ViPNet SafeDisk-V
Cospanwe pesepsHOE Komm :
BoccraHoes Ie!"“e KOHpUrypaumm BsemiTe KOMMEHTEPWA K PESSPSHOM KoMK KoHPurypawa. Tekyuue aaTa i l?‘:
ViPNet SafeDisk-V BpemMs GyayT asToMaTMYECKi AoSaBneHs! K = Tol pesepsHON Korin. -
HEBMIYDELYAM MOSBONAST BEPH: KoMMeHTapUWil K pe3epBHOIA KoMK
1AM Kqu:M YPELMA V‘F'Net SafeD|5k . |
e = i i
r K Y o A B (i) EsomTe KOMMEHTAEDMI, NErKo ySHEBASMBIA B CrMCKS PESSPBHED KOMmARA
e - M 03036 3To NomMoxeT GeICTPEE HAATH HYHYIO PESEPBHYI0 KOMNWIC B Crydae
18 HKonwi H ocreggougec (¥ | EacCTAHOBNSHWA KOH ATy DAL
Be AsfcTEMe 1 naxmte danse™_
) BoccTaHoBMTE KoH®Wrypawe ViPMNet SafeDisk-V
@ CosnaTh PESEPEHYID KOMMIO TEKYLULERA KOHPIMMYDaLIA
) PEAaKTMDOBSTE CrNMCOK PESEpPBHBIX KOMWA
na Hayana pesepsHOro KonWMposaHna HaxrarTe "Nanes™
<Hssan |[_Jace=> | [ Omena | [ Copasca | [ <Hasan |[ Oanee> | [ Omesa | [ Crpasxa |

Co3zaHHasA pe3epBHas Konua KOHGUrypaummn byaeT coxpaHeHa B nognanke

\Restore nankun ycTaHOBKU Nporpammel.
©2018, OAO «NHPoTeKC».



JKCNOPT KOHTEMNHEPA

IKCNoPT KoHTERHEPa IKCNoPT KoHTERHEPa
DKCMopT KOHTEeRHepa Napones
JanafTe Napone ANA NocneoyoWera OOCTYME K fainy skenopTa.
FKCMOPT KOHTEAHEDE NOSB0NAET NEPEHECTH KOHTSAHED Ha
ApYTOA KOMMNBIOTEP B BUAS haina 3KcnopTa. Takkes
SKCMOPT KoHTEAHEDE MOXET MCNONES0BATECHA ANA COSAaHMA Zapaiite napons:
pEsepEHOM KOMMK KOHTERHEPa Ha chy4aid cO0SE MNK yTepn
KOHTEAHEpA seesee
Sapafite @afin 3KCNOPTA, B KOTOPGLEA XOTHTE BEenMTe Mapons ewe pas ANA Mo ATESEHASHAA
COXPaHMTE KOHTEHHep
e ssssss
" Users unike \Documents \ContainerCCBF s =]
He pexomenoysTcR McnonesoeaTe Napone anA exoaa s ViPMet SafeDisk. Mapone
[O0M¥EeH COOSp*aTE HE MeHes B cumEonos
< Hasan I Lanee > I [ Omaena ] [ Cnpaeka ] [ < Hazaa ][ Lanee > ] [ Omaena ] [ Cnpaeka ]

3kcnopT kowTelinepa

Ceofictsa KonTeftepa
ZapaiiTe cEOACTEA KOHTEAHESPA, ANA KOTOPOrO NPONSEOAMTCA ik

[C] McnonesoBaTs KoHTEHep TONBKO ANA YTEHWMA
[C] AsTomMamuecky NoaKniouaTs KoHTEAHep Npr Exoae 5 WiPMet SafeDisk

3T YCTaHOBKI He ASRCTEYI0T Ha TEKYLLYID patoTy C KOHTEAHEDOM, OHKM BCTYNAT B
CHMY TONBKO MPK NOOKIGHNEHUA KOHTEAHEPE © MNOMOLLLID $aina SKenopTa.

[ <Hasaa [ Danee> | [ Omera | [ Crpasxa |




IMNOpT KOHTeNHepa

— o
VImnopT komTelinepa

WMINK pESEPBHaERA KoMK

Yxanmre oTkyna

) C sHewHero

asan | Lan

— o
VImnopT komTelinepa

Padin KonTefinepa
B pesyneTaTe uMnopTa SyneT COSOaH KOHTEiH]
pacrnonoxeHre Gaina KoHTeRHepa

ZanaiTe ain KoHTERHEPa:
ChlUsers‘mike \Documents™mp Container sdc

WMrMnopT KOHTeRAHepa

MnopT NosSsonAET NOMySMTL OOCTYT K KOHTEAHEDY , ECIM Y
Bac ecTe paHes cosaaHHBIR ©aEAN 3KCNoOPTa KOHTERHEPa

MrmnopT koHTERAHERA

==

Wiranop T xoHTEAHEPa

KimnopT KoHTeRHepa

Mapoms aocTyna
BribepuTe daiin skcnopTa unn daiin pesepsHoi Konkn knioveld. Beegate
naponke AoCTYNE K BblGpaHHoMY hainy.

|} xommm kKniosen

3aepepLieHUMEe UMIMNOopTa KOHTeHHepa

YCNEeWHD SaBepueH
Hanee o koHTefAHepon "CortainerCCEF" moxHo pafoTats 5

afsI4HOM peXIMe .

[¥] NomniounTs KoHTelinep

FCE sdix |B
() meres> ] [ omes ] [ Ceeee |

i Bbl YKa5anM ANA COSOAHMA KOHTEAHEPE,

IHTesinep

- TEHOBNEHWA KOHTEeHHEPa 13 daiina
bcThio sameHeH KoHTeRHepomM 1S daina

pero KoHTedHepa

A3 Bein yTpaueH AOCTYN K KOHTSAHSPY.
P 5 TOM MHPOPMELUMA, COXPaHEHHaA B
[SMEHATCA.

[ <Hasan |[ Oanee> | [ Omena

| [ Coposra |

Brmanme! Onepawwia sameHel HeoSpamima. Henesa GyneT BoccTaHoBMTE
SAMEHEHHbIE AaHHbIe . UTobk HavaTe sameHy, HaxaanTe " danee™

[ <Hasan |[ Hanee> | [ Omera | [ Crpasca |

©2018, OAO «/HpoTeKC».



[lporpamma ana noanucm v
wmnoposaHma dannos (CryptokFile) -

npesHa3HayeHa A obecneueHna 6e3onacHOCTU pa3/InuHbIX ¢paunos,

nepegaBaeMbiX NO OTKPbITbIM KaHaJslaM CBA3U WM C MOMOLLbIO
CbeMHbIX HOCUTeNnen

©2018, OAO «NHPoTeKC».



CryptoFile

3awmwaet Ganbl C MOMOLLbO 3NEKTPOHHOM NOAMUCK

@ann  Aencoun

Cnpamea.

e e

] e Paznen THn
| uepHomm et o/ =
& Cepragumars: noayarensi

= ot D/ = —

ez ]30.05.14 11:06
30.05.14 14:02

[ —

Cruscous cepriuscaTon anyaTensd

Braseneu

Msaarens i ANCOpMT

Anroprr. |

Buisop cepraguxara

Eeibepurre capridiatel B e sosar

Bubpanc pafinos: 1. Beero dadinom 3.

infotecs’

= Vienet Coyproie 40 e T — ~T=Te =
Gain Amncrovn Crpaeea
Lo @ 3 &[0 3%
s - MyTe ) Oara vavenenn
# Banoanene onepan =
(] foos o/ 5 ot 30.03.14 1100

@ BuinonaeTcs noamcs (scaro daiinos 1)

OBpasoTao sanay: U

[ | 0%
m— ro—
@ Moanncs "eprosmm bt [I—
VIPNet CSP - 11apuns konicinepa ek ===

T reeruee oo e ey e

Vi rorrerinepa: san_cont

rapom: |

I~ Coxparmrs napons

onese

-

7 Boinosmerue onepaumnin

BeiNonHAsTCA wkdposaHke (Scero dakinos 1).
Onepauynn sasepwena. KonHecTso SsnonHeRHex saasy 1ms 1.

Craryc sasepuwenms: Yonex
Bxoaroi dain (rpynna dainos): D: f4eprosukm. bt.sig
B i chaiin (rpynna dhait D: feprosin, tet.sig.enc
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CryptoFile o

MNMo3Bonser pacwndpposBbiBaTh NOJyUeHHble ¢pansbl - 3aLLINPPOBAHHLIE B
nporpamMmax, NoA4ep>XX1BatoLLnX aCUMMETPUYHbIE aJITOPUTMbI LLMGPOBAHUA U
CTaHZAPTHOE paclmpeHme *.enc gas 3awmndpoBaHHbIX GanioB.

Jsj ) Q%

¢t sig. e 2awndposaHHLIi da 4 14:40
. bxt.sig D 2,8 KB @aRn nognucK 30.05.14 14:44
BHKK.IXE D:/ 1,2 K6 TekcToBbIA AOKYMEHT 30.05.14 11:06

Bribparo dafinoe: 1. Bcere gainos: 3. ] ©2018, OAO <<MHCI)OT€KC>>.
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CryptoFile

[TpoBepsaeT 31eKTPOHHYH NOANUCH GannoB

Paiin dedcTEnAa LCnpaska

=Y,
B @ ReRe @R
Krag MyTe Pazmep Tun Adata M3MeHeHK
E. ep D i3 E3 b 3
YepHOBMKHK. . 5ig Dz 2,8 K6 @ain nognycuK 30.05.14 14:44
| uepHoBKMKW.IXE Dz 1,2 KB TeKCTOELIA O0KYMEHT 320.05.14 11:06

©2018, OAO «HpoTeKC».

BeiBpano daiinos: 1. Beero daiinos: 3.




[lobaBneHne wTamna TOYHOro BpeEMEHM infotecs
npu 3aBepeHnn GanioB 3N1eKTPOHHOW NOAMMUCHIO

[Mpn 3aBepeHnn panna 3NeKTPOHHON
NOAMUCBHIO Bbl MOXeTe g06aBUTb K MOAMUCH
LITaMmn TOYHOro BpemeHu. LLtamn TouHoro
BPEMEHM NOATBEPXKAAET TOYHOE BPEMS
nognucaHna danna n Npm BO3HNKHOBEHWM
CMOPHbIX CUTYaLMM NO3BOASAET AOKa3aTb dakT
CyLLeCcTBOBaHMA pania Ha MOMEHT ero
noAnucaHns.

A7 Hactpoiikn == |
Moarcs

Mcnons308aTh CEpTUgMKET:
He sanaH

Moapobhee... Sanatb...
BCTaBuTh WITAMM TOHHOrD BPEMEHN B NOAMWCS,, MCMoNLSYH

Wcnonesosats MpyKpenneHH YIO oAk cb

LndposaHme
Crmcg e

e

BeeawnTte anpec TSP-cepsepa:

I:l WMcononesoeate Ny poKCcH
Anpec npokoi:

WMcnonesoEaTe CMCTEMHEIE HaCT] POk

[ oK | [ ommena ]

YaoanuTe... MoapofHee...

-
1 ) SanafTe MoK CepTMAMKaTOE NonyYarensi

[T] ApxmemMposaTe daiine nepea wkhposaHMem
3aNpalMBaTL CEPTUHUKATEI MPM WM POBEHMM

[] KoanposaTs 5 BASEGS

©2018, OAO «NHPoTeKC».



ApxvnBupoBaHue Gannos nepes

LWndppoBaHveM

[Mo3BosseT 06begHNUTb HECKONLKO GanioB B
oAvH apxuB popmarta ZIP v ganee nomectntb
3TOT apX1B B OANH KOHTEUHEP Npu WNPPOBaHUN.
[aHHasa GyHKLMSA NO3BOAAET YCKOPUTb paboTy
npu oTnpaBaeHnn 6ONbLIOro KOANYeCTBa
3aWMPpoBaHHbIX GanNoB O4HOMY MOayYaTENHO.

©2018, OAO «NHPoTeKC».



Icnonb3oBaTb NPUKPENIEHHYHO UAN infotecs
OTKPENAEHHYO NOAMUCH

[Mpy ncnonb3oBaHUN MPUKPENIEHHOW MOAMNUCK SNEKTPOHHAA MOAMNCH
M UCXOAHbBIA Gail COBMECTHO MOMELLAOTCA B KOHTENHEP.

[MpukpenneHHasa nognncb obecneymBaeT NPOCTOTY OOMeEHa,
KOMMPOBaHWA 1 WndpoBaHMa NoAnmcaHHbIx dannos. [pu 3Tom
03HaKOMUTBLCA C COAEPXMMbIM dalna CMOryT TONbKO MO/b30BaTENN, Ha
KOMMbIOTEPAX KOTOPbIX YCTaHOBNEHbI CNeLVanbHble CpeacTBa paboThbl C

KOHTeNHepamu

©2018, OAO «NHPoTeKC».



Icnonb3oBaTb NPUKPENIEHHYHO UAN infotecs
OTKPENAEHHYO NOAMUCH

B cnyyae ncnonb3oBaHWA OTKPENAEHHOW NOAMUCK 3N1EeKTPOHHAasA No4NnCh
MOMeLLAeTCAa B KOHTEMHEP, MPU 3TOM UCXOAHbIV Gana B AaHHbIN KOHTENHEP He
noMeLLaeTcs, a nepegaeTcsa APYyrMM Noab30BaTeNaM OTAENbHO.

OTkpensieHHasa NoANWCb NO3BOAAET O3HAKOMUTBLCA C COAEPXKNUMbIM UCXOAHOTO
daina nonb3oBaTeNaM, Ha KOMMNbOTEPAX KOTOPbIX HE YCTaHOBJIEHbI CPeACTBa
PaboTbl C KOHTENHEPAMM.

OaHako B 3TOM Cay4ae 3aTpygHAeTcs nepejava, wudpoBaHue 1 apyrue onepaumm
¢ dannom noanucK, Tak Kak onepaumm HeobxoanMMo NPon3BOAUTL C ABYMSA
bannamn: ncxogHbIM GanioMm Y KOHTENHEPOM.

©2018, OAO «NHPoTeKC».



Co3gaHuve OoT4YeTOB O pesy/ibTaTax NPOBEPKU infotecs
3NEeKTPOHHOWN noanuncn damnna

EY-EV- YT Yelb S

Virs NyTe Pasmep Tun
A uepHOBMKN.DXE.Sig.enc Dy 3,3 K6 SawnppoBaHHLi dain
[£) uepHoBMKN.txXE.Sig D/ 2,8 K6 @aiin noanuck
] uepHoBMKm.EXE D/ 1,2 K6 TeKkcToBLIi AOKYMeHT
& Pesynurar nposepsxu nogmucn = = 1
KomiuecTso HalinerHe hainos noankaa: 1 R
/[ Oruer o npoeepke 31 x
Braaeneu noamon fata noanuoa Crat|(
C | [ filex///C:/ProgramData/InfoTeCS/ViPNet?20C ryptoFil

@ yepHoBnKW.biL.sig

s K i 30.05.14 14:44 »®
KRIRKREIEHIIKKX OTtuer o nposepke DII

Bpems coszanun oraera: 30.05.14 14:54
* Mposepen dafa: D epHOBHEM txt sig
© OI: HE BEPHA
Bpems noanmen: 30.05.14 14:44
Craryc cepraduxara: JEIHCTBHUTEIEH
Cepeaenus o cepradukare

nod Kony zeman: KEGOXXXOOQONIOKROPOANNX

Kem enrman: XXX KXXKMXXXX

BeiGpane daiinos: 1. Beero daitnoe: 3.

Cepuiiseiit Homep: 01CF28850055FB300000000600010988
TettctemTenen o 13.02.14 10:29

TettctemTenes mo: 13.12.18 10:29
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HapexxHoe yaaneHve ¢pannos

A7 WiPMet CryptoFile 4.0

Tun
@arn nognucu
TeKkcToBLIA AOKYHMEHT

[aTa uaHeHeH .
30.05.14 14:44
30.05.14 11:06

drain AdefcTenA Cnpaska
o [~ 7 =
a3 2 2@
[EIE] N MyTe Pazmep
Dz 2,8 KG
1,2 KG

yepHoBMKK . TxXT.sig

| uepHoBwKM. Xt D3

==

A7 HagexHoe yaaneHwe

Bbl AeficTBUTENBHO XOTUTE YA2NKMTE haiin Dt yepHosnkn.tat.sig? BoccTaHoenenne

BYAET HEEOIMOXHO,

[ ma

J [ Her ]

dainoe: 2.

Beibparo dainoe: 1. Bcero

infotecs’
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VV infotecs

L/

KBaHTOBbIE
KpunTtorpaguyeckue
CUCTEMbI U HE TOSbKO...
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