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[puknagHaa kpuntorpadus Ana BCTPanBaHWA

ViPNet Crypto




ViPNet Crypto

Kpuntorpapu4yeckue
bunbnnotekn pna BCTpauBaHUA

BctpanBaemblie kpuntorpagpuueckmne 6ubanoreku NMudpoTeKC — 310 peweHne ana paspaboTrumkos
npuknaagHoro MO, no3BossAtowee NCNo/b30BaTb OMbIT CMELMANNCTOB B 061aCTN MHPOPMaLMOHHON
6e30MacHOCTH, BOMJIOLLEHHbIV B peasin3oBaHHbIX KPUNTOaNroputMmax, uHtepdericax u ctaHgaprax.

Bubanotekn ana BctpanBaHus ViPNet no3BonsAoT ncnonb3oBatb KpunTorpapuyeckme aaroputMmbl
FOCT B pa3/IMuUHbIX NPUKAAAHBIX CUCTEMAX: OT MOBGM/IBbHBIX MPUIOXKEHUN A0 CEPBEPHbIX PELLEHUA.

/
Kpuntobubnmotekn B noptdene npoayktoB UHPoTeKC:
IOS ViPNet OSSL XT,I ViPNet JCrypto SDK
SL kpoccnaatdopmeHHas bubamoTeka S 6ubanoTeka ansa pa3paboTkm
Ha 6a3e OpenSSL Ha Java
SE ViPNet CryptoSmart CSP  ViPNet CsP
kpuntorpadusa ana 6GA0KYENH- o KIOV“"T06V'6“V'OTe_Ka:
nnatdopm Ha 6ase Hyperledger peanmsytowas Microsoft
Fabric CryptoAPI
\_

NMPEUMYLIECTBA

CTaHpapTHble API

Ncnonb3lyem ctaHgapTHble APl ana 6bicTpoi
nuterpaumn: MS CryptoAPI, OpenSSL,
PKCS#11, JCA

HapexHaa TOCT-kpunTtorpadus
Peannzosanu kpuntoanroputmel FOCT

B COOTBETCTBMM C METOANYECKMMM
pekomeHAaunamMmn n TpeboBaHMAMK peryaatopa

PacuupeHHblii SDK ¥ npumepbl
ANA BCTpauBaHuA

MpepocTtaBnseM HEOHXOAMMbIE MHCTPYMEHTbI
ANs paboTbl ¢ 6UbAMOTEKON

PaBPaGOTHMKaM He TpeGyETCﬂ
rnybokoe 3HaHue Kpuntorpadpum
Heobxoanmble GyHKLMM yKe peann3oBaHbl

B KpMNTObMbANOTEKAX, MO3TOMY pa3paboTumkam

HE HY>XHO CaMOCTOATE/IbHO pa36|/|paTbCﬂ
B MaTeéMaTn4yeCcKknx oCHoOBax

Noaaepxka oT pa3paboTyMKoB

MpsiMble KOHCYAbTaLMN 1 CONMPOBOXAEHME
OT pa3paboTumkoB KpnNTobmnbamnoTek

Npo3pavyHOCTb ANA NoJib3oBaTens
BcTtpanBaeMble KpUNTOOMGAMOTEKN HE BAUSAIOT
Ha BPEHAVHT 1 NHTepderc NPUKNAZHON CUCTEMBI




BO3MOXHOCTH

> OpraHu3aums 3alnLLEeHHbIX COeANHEH NI
> BblumcneHmne 3HaueHnn xaww-QyHKLNN
> BbluncieHe MMUTOBCTaBKMN

OYHKLUU

> Pa6orta c 3l
FOCT P 34.10-2001*, TOCT P 34.10-2012

ViPNet Crypto

> ObecneyeHne paboTbl C 3NEKTPOHHON
NOAMUCBIO Ha NOBbIX YCTPOMCTBAX

> llndpoBaHne dpannos 1 AaHHbIX

> 3awLeHHble COeANHEHMS
TLS 1.2, TLS 1.3

> XawunpoBaHue
FOCT P 34.11-94*, TOCT P 34.11-2012

> WndposaHme
FOCT 28147-89* , TOCT P 34.12-2015
rOCT P 34.13-2015

> PaboTta c kntoUamMu Ha BHELLHUX YCTPOMCTBaX
Rutoken, JaCarta, Esmart n gp.

> ®opmarbl
CMS, PFX, XMLDsig, CAdES, XAdES, X.509

*B pexnme CoBMeCcTUMMOCTH

Ncnonb3oBaHWe KpUNTOGUGAMOTEK Ha KJAMEHTCKUX U CepBepHbIX rocT TLS
y3nax ana obecrneyeHus 3aWMEeHHOrO B3auMOLENCTBMA ?I

APM nonb3oBatens
c ViPNet OSSL
Be6-cepBuc
c ViPNet OSSL

= rocT TLS rocT TLS “ ||
NGiNX
o

Mo6unbHoe ycTpoiicTBo
MHTepHer nosnb3oBatens

rocTTLs ¢ ViPNet OSSL
[BYCTOPOHHWM

APM agmuHuncrpatopa
c ViPNet OSSL

Mo6unbHoe ycTpoiicTBo
nosibsoBatens
c ViPNet JCrypto SDK

KPUNTOBUBJIMOTEKHU MHOOTEKC

ViPNet CSP ViPNet OSSL ViPNet JCrypto SDK ViPNet CryptoSmart

Kntouesas [Ansa pa3pabotku KpoccnnatpopmeHrHas Brubanoreka Kpuntorpadusa ansa
ocobeHHocTb 10O nog Windows  6ubanoteka Ha 6aze OpenSSL  ans paspaboTku Ha Java 6n0kueinH-nnatpopm (HLF)

Windows, Linux, macQOS, iOS,

Mnatdopmbli Windows, Linux Android, Aspopa

Windows, Linux, Android Linux

MSP
Uutepdericel  MS CryptoAPI (P)Kceangl JF,';I({JS;% NetCSP
P BCCSP Lite
Knacc 3awutbl  KC1, KC2, KC3 KC1, KC2, KC3 KC1 KC1, KC2




195 ViPNet
0SSL

KpoccnnatdopmeHHas
KpunTtorpapuyeckaa o6ubnmnoTeka
Ha 6a3e OpenSSL




\ )\ \ViPNet OSSL

ViPNet OSSL - rotoBoe pelweHue ans BctpamBaHusa FOCT-kpuntorpadpumm
B MPUKAajHble CUCTeMbI, CO3AaHHOe Ha 6a3e 6MbanoTekn ¢ OTKPbITbIM
ncxogHbim kogom OpenSSL.

ViPNet OSSL no3BonsieT ucnonb3oBaTh poccUiickne Kpuntorpagpumueckme
anroputmbl FOCT uepe3 obpalueHna no nHtepdeiicy OpenSSL.

ViPNet OSSL npumeHsieTca Ha paboumnx cTaHLMAX, MOBUNbHBIX YCTPOMUCTBAX,
cepBepax.

BO3MOXHOCTH

> Pabota ¢ NGINX, Apache, Stunnel, > OpraHu3auma 3alnLLeHHbIX
KOTOpas He TpebyeT OLEeHKM BAAHNA COeAUNHEHUI

> [OCT-TLS Ha KAneHTCKoM > [Noasep>xka paboTbl TOKEHOB Kak
N CEpBEPHON CTOPOHE Ha CTaLMOHapHbIX, TakK 1 Ha

> Pabota ¢ YK3I Ha kaneHTckux MOOBW/IbHBIX YCTPOUCTBAX

YCTPOWCTBAX, B TOM uncne MobunbHbix > LLndposaHune dparinos 1 gaHHbIX
> Moaaepkka AyanbHon kpuntorpadmm

COBMECTUMOCTDb

OnepauynoHHbIe cucTeMbl Cpeabl BUpTyanusaumm BHewHune ycTpoiicTBa
> MS Windows > cpeabl C NOAAEPXKKOM > ViPNet HSM
> Linux, B T.u. Astra Linux, Kernel Virtual Machine > PyTokeH
Poca, Anbt (KVM) > Jacarta
> macOS > [porpamMmMHbIi > ESMART*
5 i0S KOMIMAEeKC CpescTB
. BUpTyanm3aunm «bpecr»
> Android .
> Microsoft Hyper-V 3
> ABpopa *Mo/HbIA NepeyeHb COBMECTUMbIX
> VMwa re OnepaLnoHHbIX CUCTEM, Cpej,
. BUPTYyannsaummn v BHEWHUX
> VirtualBox YCTPOICTB C yKazaHneM Bepcuin
1 MOoAndVIKaLMiA ykasaH
> PE,['| BI/IpTyafII/I3aL|,|/|ﬂ B JOKYMEHTaLMM Ha NPOAYKT.
®Cb Poccumn CBugetenbcTBa
CK3WM n cpepcto 3l no knaccam B peectpe poccuiickoro MO

KC1, KC2, KC3



ix ViPNet
JCrypto

Kpuntobubnnoteka ana pa3paboTku Ha Java




ViPNet JCrypto

ViPNet JCrypto SDK — rotoBoe pelueHue ana sctpanBaHma FOCT-
Kpuntorpadumn B NpukaagHble cucteMbl, pabotatowme B Java-malumHax
nog, onepaunoHHbiMu cuctemamm Android, Windows un Linux uepes
CTaHAapTU30BaHHbIN NHTepdeiic JCA.

BO3MOXHOCTH

> OpraHu3ayms 3anLeHHbIX TLS-coeanHEHNI Ha KNNEHTCKMX
yCcTpomncTBax

> YnobHas pa3pabotka nog Android 3a cueT ncnonb3oBaHua
Java-mHtepodeiicos

> Pabota ¢ YK3I Ha KMeHTCKMX YCTPOMCTBaX, B TOM Ymncie
MOBUAbHbIX

> MNopAaep>kka OTeUeCTBEHHbIX Cpes pa3paboTkm

COBMECTUMOCTDb

OnepaumoHHble cUCTEMBI Cpeabl paspabotku:
> MS Windows > Oracle JRE

> Linux, B T.4. Astra Linux, Poca, Anbt > OpenJDK

> Android > Axiom JDK

CEPTUOUKALMA

®Cb Poccun
CK3W v cpeactso 3l no knaccy KC1



75 ViPNet
CryptoSmart

Kpuntorpadua pgna 6nok4yeinH-nnatpopm
Ha 6a3e Hyperledger Fabric




ViPNet CryptoSmart

4

ViPNet CryptoSmart — rotoBoe pelueHue gna BCTpamBaHuA
FOCT-kpuntorpaduun B NpukaagHbie cucteMbl, pabotatowme
C pacnpegeneHHbIMU peecTpaMu.

BO3MOXHOCTH

> GopmMurpoBaHMe, NpoBepkKa 1 3alLmTa Lenodkn 610KkoB
> AyTeHTUdMKaLMA Nonb3oBaTeneu

> YnpaBaeHve npaBamMu AOCTyna

> 3awmra AaHHbIX

> 3alunTa KaHanoB CBA3M No npoTtokoay TLS

COBMECTUMOCTDb CEPTUOUKALMA

OnepaunoHHbIe CUCTEMBI 3akntouerHme ®CBb Poccun
Linux, B T.u. Astra Linux, Poca, Anbt



(SP ViPNet
CSP

Kpuntobubnunorteka,
peannsywwaa Microsoft CryptoAPI




BO3MOXHOCTH

ViPNet CSP

> I'Ipe,u,OCTaBneHme KpmnTorpaqamquKmx cepBncoB

s GU3NYECKMX Ly

> BcTpavBaHuve kpuntorpadmyecknx GyHKLURN

B npuknagHoe MO

> OpraHu3aumsa 3awniLeHHbix TLS-coeanHeHnm

> ®opmupoBaHue n nposepka Il

> llndpoBaHne Gannos 1 faHHbIX

> NHTerpauus ¢ nonyasapHbIMK naarMHamm
(Tocycnyrn, Kpuntollpo 3LIM Browser plug-in)

> [Noasep>xka paboTbl TOKEHOB

COBMECTUMOCTDb

OnepaumoHHbIe cUCTEMDI
> MS Windows
> Linux, B T.4. Astra Linux, Poca, AnbTt

I'Iop,,qep>|<v|BaeT cpeabl BUPTyaansaynu:

> cpepbl ¢ noaaep>xxkon Kernel Virtual
Machine (KVM)

> VMware

CEPTUOUKALMA

®CB Poccum

CK3W v cpeactso 3l no knaccam
KC1, KC2, KC3

Moppep>xmsaet

BHELLHMe yCTPOMCTBa:

> ViPNet HSM > PyTokeH
> ESMART > JaCarta*

*T10/HbI NepeyeHb COBMECTUMbIX OMNepaLMoHHbIX
CUCTEM, CPej BUPTYanau3aLmm U BHELLHNX
YCTPOWCTB C yKasaHvem Bepcuii 1 Mogndukaumi
yKasaH B JOKyMEHTaLMN Ha NPOAyKT.

CBunpetenbcrBa

B peectpe poccuiickoro MO

11



CTeHp AnA 3arpysuTb
TecTupoBaHuA TLS 1.3 ANCTpUGYTUBDI

MHOOOTEKC  +7 495 737-61-92
8 800 250-0-260 (6becnaaTHbIN 3BOHOK Mo Poccnm)

soft@infotecs.ru

hotline@infotecs.ru www.infotecs.ru
.
H
° CoaepK1MOe AOKyMEHTa HOCHT UCKNIOUMNTENBHO MHOPMALMOHHBIN XapakTep W He ABAReTCA Ny6aMuHOI 0depToii. s nonyyeHus noapobHoit nHGopmaLmmu 06 ykasaHHbIX
I E B JOKYMEHTe NPOoAyKTax 1 ycnyrax Bbl MoxeTe 06patutbes B AO «MHPoTeKC». Bce n306paxkeHuns ABAAIOTCA MLIb UAMOCTPALMAMI. BCe TEXHUUECKME XapaKTepUCTUKK, BHELHWI
BWA N KOMNNEKTHOCTb onucsbiBaemMon NPOAYKUWNN MOTYT MEHATLCA 6e3 npeasapuTeibHOro yBeJoMAeHUA Cumonbl ™ nan ® B AOKYMEHTE He NCNOb3yHoTCA, OAHAKO,

Virtual Private Network €C/In He yKa3aHo WHOTO, BCe TOBapHbIe 3HakW B aHHOM AOKyMEeHTe 3allyLleHbl COOTBETCTBYIOLLMM MPaBOM, KOTOPOE MPUHAANEXNT UX BAajenbLam

PKI26__00RU



