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We are the white hat hackers!
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We are the white hat hackers!
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Ctatba 272 YK P®. HenpaBomMmepHbIN JOCTYM K KOMMbOTEPHON MHGOpMaLINK

Ctatba 273 YK P®. CosgaHue, ncnonb3oBaHWe 1 pacnpocTpaHeHne BpeaoHOCHbIX KOMMbIOTEPHbIX
nporpamm

Ctatbsa 274 YK P®. HapyweHune npaBun aKkcnnyatauum cpeacts XpaHeHus, obpaboTku nnu nepegaym
KOMMbOTEPHON MHGOpMaLMN U MHPOPMALIMOHHO-TENEKOMMYHUKALMOHHbIX CETEN
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OobLwme metoabl




ObecneyeHne HeBUANMOCTY A

*  AHOHMMU3aLUSA
o [lpokcun, Beb-npokecu, nnarnHbi-aHOHMMan3epbl
o VPN
o TOR

o [lpoyee (Whonix, I12P, dunsunyeckme cpeacrea v 1.4.)

« 3aluuTa oT cpeacTB AeaHOHUMMN3aLUun
o XypHanupoaHue
o IDS/IPS

o Honeypots



Tor yepes VPN, VPN yepes Tor 1 npoumne n3BpalleHms A

UHTepHeT-

% Chou wudposarHua Tor
nposaiaep

= " \ Agpecart

OTKpbITLIA
TpadPuk

Agpecart

Knuent Tor Lienoyka Tor VPN-cepsep

Cnon wudposanua VPN OTKpbITHIN TPah UK




NonHoTa cbopa MHPOPMaLLUK A

Ayauno-Bu3syarnbHbI KOHTEHT (dboTorpadoumn, BMAeO, 3ByKO3arnmncu)
MeTagaHHble

o EXIF (garta, reonokaums)
o CnyxeOHble 3arosioBku e-mail
o CBoncrtBa O(PUCHLIX JOKYMEHTOB

[TONCKOBUKU

* MeTanonckoBukm

«  Deep Web, Dark Web
* PernoHarnbHOCTb

* MOHUTOPUHT

o Py4dHon
o ABTOMaTM3NPOBAHHbLIN



NpUHL YabaM Ha Base B AHMICH A




[nybuHa cbopa MHbopmMaLmMm A

+ [louckoBaga crneunduka (Google = Yandex + Bing u 1.n.)
 [lonckoBunku naobpaxenmn (Google-kaptmHkmn, TinEye n ap.)
«  CneumnanunanpoBaHHble rnonckosunkm (Shodan, Censys)

 [louckosble onepatopbl («INURL:», «FILETYPE:», «SIZE:» n 1.n.)

* Google dorks (exploit-db.com/google-hacking-database/)

- [lpoune cpencrtea (rpaduyeckue pegakTopbl, NepeBoOYuKM, cpeacTsa
pacrno3HaBaHUs TeKCcTa)


http://www.exploit-db.com/google-hacking-database/

Beb-kamepsbl 1 Shodan

Shodan Exploits Scanhub Maps Blog Anniversary Promotion Settings |

%siooan [ -~

Home Search Directory Data Analytics/ Exports Developer Center : Labs
Popular Searches Recently Added Browse Tags

Browse All Searches
Tag: camera & | SearchtheDirectory |

30 OCT 12 Red light enforcement cameras
red light enforecement camera webcam

red light enforecement camera webcam
30 APR 13 D-Link Internet Camera » Popularity
D-Link Internet Camera DCS-5300 series, without authentication. [g00gle 5c0u7] » Recently Added

dliink dcs5300 webcam camera netcam no authentication

31 MAR 13 webcamxp Popular Tags

one of the best dorks for ip cameras/webcams webcam 60

Search

webcam ~ camera ipcam ipcamera scada 48
26 JUL 12 yawcam 2P 4
yet another webcam camera 40
Ip camera router 40
25NOV 13 Red Light Cameras P =
PIPS Technology ALPR processors are complete one-box processors for automatic test 35
licence plate recognition. To see a live feed of license plates as they're being cam 35

captured, visit the "Monitor > Client Monitor” section.
cisco 30

camera http trafficlight

ssh 28

7NEN 13 Hinh-daf \Wah Mamarac T ——
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dusnyeckune nuua




dunsmyeckmne nnua A

OTKpbITast HopMauums

o  OdwmuymnanbHble ucTodHukM (Hanpumep, ana CLUA: spokeo.com, whitepages.com, thatsthem.com)

o HeoduumnanbHble UcTouHUKKM (phonenumber.to 1 1.1.)

3akpbiTasa nHpopmauus (Deep Web, Dark Web, 6a3bl gaHHbIX)

COLI,VIaﬂbeIe ceTn N MmecceHgxxepbl
o [Mpamon goctyn K nHpopmaunn: PO, obpasoBaHme, paboTa.

o KocBeHHble cBegeHus: rpad AOpysen, NpUHAANEXHOCTb K coobllectBam, YNOMWHAHUA, WUCTOPUS NepemMeLLeHni
(Google), reomeTku (VK, Twitter, Instagram) n T1.4.

o [lounck n nony4vyenne goctyna: findface.ru n google-kapTnHkn, BOCCTaHOBIEHWE Napond, ip-4ekepsbl.

HeTpaanymoHHble MeTOAbI
o AHanua nybnukauumn, BakaHcumn, matepuanos CMIW, akTuBHOCTM Ha dhopymax U T.n.

o [eaHoHMMU3aAUMA Yepes3 cpeacTBa onnartbl: MOOUIbHbIN 6aHKk CoepbaHka, GBUTKOMH-KOLWESbKA U T.1.


http://www.spokeo.com/
http://www.whitepages.com/
https://thatsthem.com/
https://phonenumber.to/

CoumanbHble rpadsbl

3HameHcKoe

MonuTex




A

Beb-pecypchl




Beb-pecypchl A

* PeructpaunoHHaa wuHpopmaumna: WHOIS, wunctopua peructpauum OOMeHa,
reverse IP u gp.

* WcTopusa canta. cache, Beb-apxmBbl (archive.orq, archive.is)

*  AHanu3 agpecHon CTPOKU

* TexHun4yeckmn aHanui cauTta. nepebop aupektopun (DirBuster) u nogooomeHoB
cauTta (SubBrute, Knockpy), aHann3 Robots.txt n T1.4.

« CeTeBoe ckaHupoBaHue (nmap)


http://archive.org/web
http://archive.is/

B3nom Gartner yepes afpecHyo CTPOKY A

A,El,peC OTY eTa Figure 1. Magic Quadrant for Enterprise Network Firewalls
challengers leaders
http:/fiwww_gartner.comitechnology/reprints do?id=1-1FJ5IML&ct=130508 il
Checlk Poirggﬂware Technologies
Aﬂpec KBagpaTa Forinel Palo Alto Networks &
' Cisoo. o Altell (Vyatta)
http-//imagesrv.gartner. com/reprints/246800/246886/246886_1 png:pv94c471a899798cc3 o niper Networs
. - @
YNpOLLEHHbIN aapec 2 |WcAfes ®
http:/imagesrv.gartner.com/reprints/246800/246886/246886_1.png =] WatchGuard
T Huawei ¢ * Sophos
Barracuda Networks
dopmart agpeca Netasq s
@ HP ¢ Continent
http:/fimagesrv.gartner.com/reprints/[IDO0YID)ID]_1.png @S Tera @ VipNet
\ J
— 370 nocnegHue 6 undp wHOekca niche players visionaries
[ID] 6 undgp iche play isi i
[ID00] — 370 [ID], y KoToporo ABe NocnenHue LUgpPbl 3aMeHeHbl HyNAaMu | completeness of vision | >
As of April 2013

Source: Gartner (April 2013)
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[lony4yeHne gocTtyna K pecypcam




A

[lony4vyeHne gocTtyna K  becypcam

‘cBOUM'




MonydeHue fOCTyNa K pecypcam A

*  Beb-pecypchl

* Kcnonb3oBaHne cepBUCOB, MNPeOOCTaBNALWMX pPerncTpauuMoHHble [daHHble aKKayHTOB 3aKpbITbIX PecypcoB
(bugmenot.com u T1.1.)

* ABTOpM3aLMSA CO 3HaAYeHMAMM Mo ymosndaHuto (admin/admin, user/user n T.n.)
* [onHbin nepebop naponen B bopme asTopudauunmn (THC Hydra, Medusa, Ncrack un T.n.)

* [onbop xewa (hashkiller.co.uk n gp.)

* BoccTraHoBrneHue napond

* [owuck (u akcnnyaTtauus) yassumocten (Nessus, Metasploit, Acunetix n gp.)

* ApxuBebl (aTaka rpybon cunon, known-plaintext ataka n gp.)


http://bugmenot.com/
https://hashkiller.co.uk/

Noyemy nepebop paboTaer? A

0] password 123456 123456 123456 123456
n 123456 password password password 123456789
R 12345678 12345678 12345 12345678 qwerty
4| abc123 qwerty 12345678 qwerty 12345678
| 5 | qwerty abc123 qwerty 12345 111111
| 6 | monkey 123456789 123456789 123456789 1234567890
letmein 111111 1234 football 1234567
“ dragon 1234567 baseball 1234 password
| 9| 111111 iloveyou dragon 1234567 123123
baseball adobel23 football baseball 987654321
iloveyou 123123 1234567 welcome qwertyuiop
trustnol Admin monkey 1234567890 mynoob
1234567 1234567890 letmein abc123 123321
sunshine letmein abc123 111111 666666
master photoshop 111111 1gaz2wsx 18atcskd2w
123123 1234 16.mustang dragon 7777777
welcome monkey access master 1g2w3edr
shadow shadow shadow monkey 654321
ashley sunshine master letmein 555555
“ football 12345 michael login 3rjslla7qge
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KOpuanyveckue nuua




FOpuanyeckme nmnua A

NHdopMaumnsa 0 KOMMaHMUAX

o CBoboagHaga nHgpopmauus (opencorporates.com, zachestnyibiznes.ru n T.n.)

o OTkpbITas nHopmauus (Coéuc, KoHtyp-®okyc, CINAPK, Bureau van Dijk u 1.n.)
o 3akpblTag nHgopmauus (Deep Web, Dark Web, 6a3bl JaHHbIX)

« [oc. 3akynkn (zakupki.gov.ru, birja.ru, gostorgi.ru)

*  y6nmkaunn (CMW n npodunbHble pecypchl)
*  ApxuB BakaHCUM KOMMNaHUA

* OT3bIBbl 0 KOMMaHUK (antijob.net u 1.n.)



https://opencorporates.com/
https://opencorporates.com/
http://zakupki.gov.ru/
http://www.birja.ru/
http://www.gostorgi.ru/
https://antijob.net/

MaHaMCKMI apxmB A
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HeaBUMXMUMOCTb




He ABUMKMMOCTb A

*  OdmymansHas nHpopmauyuna
o EIPI1, CnpaBo4yHas cuctema no oobektam HegBUXKXUMOCTU U T.4.
o KapactpoBas kapta PO
«  3akpbiTaa nidgopmauus (Deep Web, Dark Web, 6a3bl gaHHbIX)
- KapTtorpadunyeckne cepsuchl
o Anpekc.Kaptbl, Google Maps, 2'MC, OSM u T1.4.
o BwnayanbHbi ocmoTp: Google Street View, naHopambl AHgekc.KapTt v 1.4.

o JononHutenbHaa nHpopmauyma (wikimapia.org v 1.4.)



http://wikimapia.org/

Wikimapia — nogapoK Ana WnmMoHa ST

[20)c10xcanlEy e Deveivp=amTiaie )

wikimapia @

R e

4 1

1
§

Moscow River Project site

USA / Nevaca / Indian Sprngs
W military & Add category

The project is one of the highest air-tight security activities at this base. It does have something to do with recent
escalation of Russian ar force patrots. This structure is mainly the project's controt o administrative center.

Nearby cities: Mesquite. Nevada. St. George. Utah. \Washinglon. Utah
Coordinates: 37°14'32'N 115°48'54'W

Add your comment in english

Comments

Randy613w (guest)
The Moscow River has nothing 10 do with Russia or MOSCow o any niver for that effect
3 reply

StacheldrahtN01 (guest)

all you armehair mystery professors: MOSCOW is an acronym. *nothing to do with Russia®. "Materiel
Operations Support Center, Oscar Wiskey . " eic the neardy KUKLA PEN faciiity owes its name to
KUKLA, ClA’'s cryplo name for its infernal operations (KU) and KLA, Kampala airport code, and PEN
being an acronym for a project

S reply
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TpaHcnopT




TpaHcnopT A

*  PerncrtpaunmoHHaga nHgopmaumng

o ABTOTpaHcnopT

= avtocod.ru, nomerorg.biz/mosgibdd, AVinfoBot (Poccua)

= gov.uk/get-vehicle-information-from-dvla (Bennkobputanus)

" UT.A.

o Mopckon TpaHcnopT (vesselfinder.com)

o ABuartpaHcnopT (airframes.orq)

*  VHdopmaumna o nepemeLleHnm TPaHCNOPTHLIX CPeacTs

o Mopckon TpaHcnopT (marinetraffic.com)

o AsuartpaHcnopTt (planefinder.net, flightradar24.com)

«  3akpbiTasa nHpopmauus (Deep Web, Dark Web, 6a3bl gaHHbIX)


http://avtocod.ru/
http://nomer.company/mosgibdd/
http://www.gov.uk/get-vehicle-information-from-dvla
http://www.vesselfinder.com/
http://www.airframes.org/
http://www.marinetraffic.com/
https://planefinder.net/
https://www.flightradar24.com/55.75,37.62/7
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