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̶̘̼̹̻̖̹͍̿̀͌͊
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AMPIRE TEAM

̷̣̲̼́ ̶̷̬̾

̶̶̸̜̰̻̻̼̰ͅ ̷̟̳̱̳̾ ̸̶̝̻́͆ ̸̹̳̮̻̲̎̿̾

̶̶̸̸̜̰̻̻̼̰̮̹̳̮̻̲̮̎̿̾ͅ



̵̷̟̼̲̮̼̯̰̳̻̻͉̀͊̿̿̀SOC

̶̸̸̶̛̮͍̰͉͍̰̹͍̼̺̳̻͉̳̮̮́̀͊̿̀͊̽͊͌̀̾̀ͅ

̶̵̶̷̶̴̛̮̹̮̲̰̮̺̼̲̳̰̳̺̳̲̼̀͊̿̀́̽ ̵̶̶̲̮̲̳̹̳̻͍̺̾

̶̶̵̶̶̡̮̻͇̳̰͇̳͍̰̺̼̿̀̾̀͊̿́̿̀́͌́̿̀
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̶̤̳̹ ̸̶̶̷̯̳̳̻̾́ͅ
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̷̶̠̮̺̻̱

˾͊ͯͤ͒Ѕ1. 
˭͊΅͙ͭ͊ ͋͊͘ 
͒͊ͤͤ·ͻ 

͔͙ͨͪ͒ͨͪΎ͙ͭΎ
10:30 - 12:30

10:30 - 10:45
ˤ͍ͦ͒ͤ͊Ύ ;͊ͫͭΈΦ ˹͊ͤ͊͘;͔͙͔ͤΣ 
ͼ͔͙͡ ͙ ͊͒͊͘;͙ !ƳǇƛǊŜΦ 
˻͎͙ͪ͊ͤ͊͘ͼ͙Ύ ͙͔͋ͪͯ͟;͔͙͚ͤ

10:45 - 12:15 ˽ͪͦͻ͔͙͔ͦ͗͒ͤ ͫͼ͔͙ͤ͊ͪΎ

12:15 - 12:30
˽͍͔͔͙͔ͦ͒͒ͤ ͙͎͍ͭͦͦΦ 
˹͎͔͙͔͊ͪ͊͗͒ͤ ͯ;͙͍͊ͫͭͤͦ͟
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̷̶̠̮̺̻̱

˾͊ͯͤ͒ЅнΦ 
˭͊΅͙ͭ͊ ͋͊͘ 
͒͊ͤͤ·ͻ 

͔͙ͨͪ͒ͨͪΎ͙ͭΎ
10:30 - 12:30

13:30 - 13:45
ˤ͍ͦ͒ͤ͊Ύ ;͊ͫͭΈΦ ˹͊ͤ͊͘;͔͙͔ͤΣ ͼ͔͙͡ ͙ 
͊͒͊͘;͙ !ƳǇƛǊŜΦ ˻͎͙ͪ͊ͤ͊͘ͼ͙Ύ 
͙͔͋ͪͯ͟;͔͙͚ͤ

13:45 - 15:15 ˽ͪͦͻ͔͙͔ͦ͗͒ͤ ͫͼ͔͙ͤ͊ͪΎ

15:15 - 15:30
˽͍͔͔͙͔ͦ͒͒ͤ ͙͎͍ͭͦͦΦ ˹͎͔͙͔͊ͪ͊͗͒ͤ 
ͯ;͙͍͊ͫͭͤͦ͟



19.09.2019 ADVANCED MONITORING 10

˥ͪͯͨͨ͊ ͙͙͎ͣͦͤͭͦͪͤ͊˥ͪ ͯͨͨ͊ ͔͎͙͍͙ͪ͊ͪͦ͊ͤΎ
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̶̷̟̳̻̮̈́̾

̮̑̾́̽̽ ̶̶̺̼̻̼̻̱̮̀̾

1. ̶̸̡̮̻̿̀ͅ 1

2. ̶̸̡̮̻̿̀ͅ 2

3. ̶̸̡̮̻̿̀ͅ 3

4. ̶̸̡̮̻̿̀ͅ 4

̮̑̾́̽̽ ̶̶̳̮̱̼̰̮̻͍̾̾

̶̵̻̮̹̎ ̶̷̼̯͉̿̀ ̖̏

̶̸̸̮̰̳̲̳̻̳̮̼̳̾̀̕ͅ ̶̶̻̲̳̻̼̰̈́̀

̶̶̜̮̻̳̽̿ ̸̰̳̼̮̀̾ ̸̶̮̮̀ (Cyber Kill Chain)

̶̞̮̹̳̲̼̰̮̻̳̿̿ ̶̶̻̲̳̻̼̰̈́̀

̶̵̶̷̡̮̻̳̻̳͍̰̺̼̳̿̀̾́̿̀

1. ̶̸̡̮̻̿̀ͅ 1

2. ̶̸̡̮̻̿̀ͅ 2

3. ̶̸̡̮̻̿̀ͅ 3

4. ̶̸̡̮̻̿̀ͅ 4
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̸̵̞̼̰̼̲̰̼̼̹̼̰̮̳̹͍́̿̀̽͊̀ViPNet IDSNS

̶̸̸̶̷̶̙̼̱̳̮͍̳̺̮̼̼̮̰̻̼̳̿̿̓̾̽̾̀̿̀̽̾ͅ ̶̶̳̲͍͍̽̾̀

̝̮̮̺̳͉̲̼̮̾̀̾̿̀́̽A̸mpire

̙̳̱̳̻̲̮
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̶̸̶̳̼̲̳̳̀̿̚ͅ ̶̺̮̳̮̹͉̀̾
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˶͔͎͔ͤ͒͊:
ˤ͔ͤ΄͙͚ͤ ͦͯͣ͘͡·΄͔͙ͤͤ͟͡ ͤ͊ͻ͙ͦ͒ͭ ͍ ͙͔͔͔ͤͭͪͤͭ ͚ͫ͊ͭ ˴͙͙ͦͣͨ͊ͤ ͙ ͔ͪ΄͔͊ͭ 
͍͔͙ͨͪͦͫͭ ͊ͭ͊ͯ͟ ͤ͊ ͔͎ͤͦ ͫ ͼ͔͡ΈΌ ͨͦͯ͡;͔͙ͤΎ ͒ͦͫͭͯͨ͊ ͟ ͍͔͙ͤͯͭͪͤͤͣ 
͔ͪͫͯͪͫ͊ͣΦ ˻͙͍͋ͤ͊ͪͯ͗ ͙ ͨͪͦΉ͙͍͍ͫͨͯ͊ͭͪͦ͊ͯ͟͡Ύ͍͙ͣͦͫͭ͘Έ ͤ͊ ͔ͤͣΣ 
ͤ͊ͪͯ΄͙͔ͭ͡Έ ͨͦͯ͡;͔͊ͭ ͒ͦͫͭͯͨ ͟ ͔͍͔ͫͪͪͯΣ ͦͭͦͪ͟·͚ ͙ͨͦͣͣͦ ͍͚ͦͫͤͦͤͦ 
͙ͤͺͦͪͣ͊ͼ͙͚ͦͤͤͦ ͊͒͊͘;͙ ͔͍ͨͪ͒ͦͫͭ͊͡Ύ͔ͭ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύͣ ˴͙͙ͦͣͨ͊ͤ 
͙͔ͤͫͭͪͯͣͤͭ ͒͡Ύ ͎͔͔ͤͪ͊ͼ͙͙ ͦͭ;͔͍ͭͦΦ ˿ ͨͦͣͦ΅ΈΌ Ή͎ͭͦͦ ͍͔ͭͦͪ͊͟ 
ͤ͊ͪͯ΄͙͔ͭ͡Έ ͔ͨͪͦ͋ͯͭ ͨͦͯ͡;͙ͭΈ ͒ͦͫͭͯͨ ͤ͊ ͪ͊͋ͦ;͙͔ ͣ͊΄͙ͤ· ͙͍ͫͦͭͪͯ͒ͤͦ͟Φ 
˥͍͊ͤ͊͡Ύ ͼ͔͡Έ ςͫ ͔͒͊ͭ͡Έ ͒͊ͣͨ ͙͍͚ͦͪͨͦͪ͊ͭͤͦ͟ ͋͊͘· ͒͊ͤͤ·ͻΦ 
˴͍͙͊͡ͺ͙͊͟ͼ͙Ύ ͤ͊ͪͯ΄͙͔ͭ͡Ύ ͔ͫͪ͒ͤΎΎΦ ˻ͤ ͔͔ͯͣͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ 
͙͔͙͚ͤͫͭͪͯͣͤͭ͊ͪ ͒͡Ύ ͍͔͔͙ͨͪͦ͒ͤΎ ͊ͭ͊͟Σ ͊ ͔ͭ͊͗͟ ͔ͤ͊ͭ͘ ͔ͭͻ͙͙ͤ͟ 
ͨͦͫͭΉͫͨͯ͊ͭ͊͟͡ͼ͙͙.



̥̮̿̀͊ 2

19.09.2019 ̛̝̞̟̝̘̠̖̩̗̓̓̐ ̛̛̜̖̠̜̞̖̑̚ 16



19.09.2019 ̛̝̞̟̝̘̠̖̩̗̓̓̐ ̛̛̜̖̠̜̞̖̑̚ 17



19.09.2019 ̛̝̞̟̝̘̠̖̩̗̓̓̐ ̛̛̜̖̠̜̞̖̑̚ 18



19.09.2019 ̛̝̞̟̝̘̠̖̩̗̓̓̐ ̛̛̜̖̠̜̞̖̑̚ 19



19.09.2019 ̛̝̞̟̝̘̠̖̩̗̓̓̐ ̛̛̜̖̠̜̞̖̑̚ 20


