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JBoarouma EndPoint
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A BOT YTO MPOUCXOAMNNO «BOKPYT»

MNepumeTpa HeT!

3awmwaem KaHanbl!
{ Kakne-To BMpychl J ATaku!
HAaUYMHAIOT MeLaTb XUTb YT0 C y3namu?
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Y10 BOOOLLE
npoucxoamnt!!!

KomnbtoTep
— 370 Beulpb!

PaHMLbl pa3MblIBalOTCA...
BUPYCbl...
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A BOT UTO NPONCXOANT....
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«HT10 B TpEHAE /»

,oorpaMMbl BbiMoratenu (Locky,
beimposter, WannaCry)

4 BpepoHocHoe 10O

npOFEaMMbI KPMNTO-MauHepbl
Coinhive ¢ ceHTabpsa 2017)

v BpesoHocHoe MO ans baxkos (Zeus - |
TpoaH nog Windows — kennorep, 3axasat
MHPOpMaLMK M3 3anoJIHAEMbIX GOPM)

4 BpeaoHocHasa peknama (RoughTed —
peknamMa Kotopasa nepeagpecyet
NONb30BaTeNIen Ha CanUTbl F4e NPOUNCXOAUT
3arpysKka 3KCraouT-KMTOB, ransomeware,
BbIMOraTenem v T.4.)

v YazsumocTtn B cuctemax ACY TI1
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KOHEeUHble YCTPOMCTBA - 11aBHadA Lesb

Ha xocTtax
MHOTIO Ba)XKHOM
MHbopMmaLmm

KomnaHum

CNocobHbl 3annaTuTb
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Kak MOXHO 3appa3mnTb XOCT?

INCIU R ER

HenocpeactBeHHas aTaka Ha paboyune cTaHUUU

BHYTpEHHNN HapyLWwInUTEeNb
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MeHaroTCa aTaku,
MEHAKOTCA M METO/Ib

EndPoint Protection

EndPoint Detection
and Response

infotecs’

CurHaTypbl —
3alumiaem ot
TOrO YTO 3HaeMm

DBPUCTMKA W
aHOManNuUun —
NLLEM TO Yero
He 3Haem




Y10 npeanararoT Ha PbiHKe?

REMATE APLICKTION MECE38 ARV RTIARL i
s 0t e witcaron DAT A ENCRYPTION

snnausss PATCH MANAGEMENT

“stiokicie INTRUSION DETECTION SYSTEMS “ir.

Tk
FATCH MANAGEMENT
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YTO npegnaraem mol
ana 3awmTbl Endpoint
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ViPNet SafeBoot

BbICOKOTEXHONOTMYHbBIN MPOrPaMMHbIN MOAYb
AOBEPEHHOM 3arpy3ku, yctaHaBamaembin B UEF!
BIOS pa3anyHbix nponssogutenen. [NpesHasHaueH
ANA 3alLNTbl KOMIMbIOTEPOB U CEPBEPOB (B T.4. U
cepBepOB BMUPTYyanM3aLmm) OT COBPEMEHHbIX Yrpo3
HC/, cBazaHHbIX ¢ 3arpy3kon OC n atak Ha cam

BIOS.
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Peliaemble 3aaaum ViPNet SafeBoot

OpraHun3auusa 4oBEepPeHHOM 3arpy3Ku

Tabaunupbl ACPI,
SMBIOS, kapTbl

©2018, OAO «NHPoTeKC».



CepTnemLMpPOBaHO

v

CeptndumymposaH no TpeboBaHNAM
PYKOBOAALLMX AOKYMEHTOB K CpeAcTBaMm
AOBEPEHHOM 3arpy3kn ypoBHA 6azoBoun
CMCTEMbI BBOAA-BbIBOJa BTOPOro Kjacca
M BO3MOXXHOCTb NCMOJ/Ib30BaHWA B
NCIMAH ao Y31 skarouuntenoHo n B TC
A0 1-ro knacca 3auueHHOCTH
BKNHOUYNTENBHO.

Habop mep nponucaH B popmynsape
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CHCTEMA CEPTHOHKALIHH
CPEJACTD JALHTLI HIIPOPMAIIHH

10 TPEROBAHIAM BESOIACHOCTIN HSOFMALIN
M 001 2111100

CEPTH®HKAT COOTBETCTBHA
Ne 3823
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ViPNet Client

VPN-kaneHT ansa pabotbl B 3awmieHHbIx cetax ViPNet
[lepCcOHaNbHbIM CETEBOM 3KPaH

[MpOo3payHOCTb A8 MPUNOXKEHMIA MONb30BATENS U CEPBMUCOB
onepaymoHHbIX CUCTEM

He3aBNCMMOCTb OT PU3NUYECKMX KaHaIOB CBA3N
MNoppepxka OC Windows, Linux, Android, i0S, MacOS, Sailfish
Hannune ceptnopumnkaros O®Cb Ha CK3WM no knaccam ot KC1 go KC3

ViPNet Client ViPNet Client ViPNet Client ViPNet Client ViPNet Client ViPNet Client
for Windows for Linux for iOS for Android for MacOS for Sailfish
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VIPNet Personal Firewall 4.5

e ViPNet Personal Firewall 4.5 — HOBbIN, MOAHOCTEFO OOHOBIEHHbIN
NPOrPaMMHbIN MEXCETEBOM 3KPaH, MpeAHa3HauYeHHbIN 418 KOHTPOAA U

yrpaBaeHUA TPapUKoM Paboumx MeCT 1 CEPBEPOB MOJb30BaTENEN
MHPOPMALMOHHBIX CUCTEM.
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BHELHWW BUA

MonHas 6nokuposka Tpaduka

BnokupyeTca NGO BXOAAWMA M MCXOAALYMA TPad UK.

My6nuyHan ceTb

Moakntouerme K 061eCTBEHHOM CETH. MaKcHManbHan CTeneHb 3aLiuThl,
onpeaenaeman NoNUTHKOR Ge30nacHoCTH.

YacTHan ceTb

Moaknwyerne K 4acTHOW ceTu. [ MOXeT b

ceTeBbie GUNLTPLI B JONONHEHHE K NONWTUKE Be30NacHOCTH.

SawmwenHan cets &

PaboTta i ceTu. M Tenb TENLHO Onp
ceTeBbie HUNLTPbI.

MexceTeBON 3KpaH OTKNIOYEH

Personal Firewall NONHOCTbIO OTKNKOYEH W HE BAMAET Ha CETEBOH TPaMUK.

Nf Moka3saTk 2KCNEpPTHBIE HACTPOAKK

Pe>xxum nonb3oBartens

Pemim pagoTs

d d @ O
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Wt o

Monkas Gnonmponss Tpadena
A pyevea b B arb s 4 RO TR

Myinwaman cots

eipa R oo G e

MacTian ceTs

Flayge e o T e Ml 30

Gt g & o

Fawmueran cete O

CrTELS Sam

MaRCOTERON SKPAH DTSN

Prssoral Farmal raursrcs tas utararem o ue armses neceseme e
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Sagam

Eaparrs papru
AT T SN COBLArnt 3 PRkt NI NORTOE

4, Buarpue macrpoden
B T i TpoRs & Gaitn

L, Mremacs congmeems
e p—

1, Pawsri cosmimae
e

H ey CoaRmne
T T —— Ty

Pexxum agMuHucCTpaTopa

©2018, OAO «HpoTeKC».



—t

2 VIPNet IDS HS

ViPNet IDS HS - cuctema obHapyxeHus
BTOPXKEH MM, OCYLLECTBASAIOLLEE
MOHWUTOPUHT 1 06paboTKy cobbITUI
BHYTPW XOCTa, C MPUMEHEHNEM
CUTHATYPHOTO M 3BPUCTUYECKOTO MEeToAa
aHanu3a atak, NUCrosb3ysa OTeYEeCTBEHHbIE

npaswuia 1 CUrHaTypbl .
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KNtoueBad GyHKLUMOHANbHOCTb

AHann3 CUCTEMHbIX
XypHanos v noros OC
N MPUNOXKEHNM

MOHWTOPUHT pannoBou
>  aKTMBHOCTU M peecTpa

ICTOUYHUKN cOBbITUN

Pe3ynbTathbl
BbIMOJIHEHUS KOMaHJ,
NN U3MEHEHUN
pe3yabTaTOB KOMaHA

AHanns Tpadpuka
NPOXOAALLEro yepes
XOCT
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CepTnonkauma

Ceptnounkatr ®CTIK Poccnm no TpeboBaHmsaM K
cucTteMam ObHapy>XeHns BTOPXXEHUS YPOBHA y3na 4
Knacca.
Cnucok mep n3 npukasos N221 n N217:

= NAD.1, NAD.5

= YNAa.4

= PCB.1, PCB.3, PCB.4, PCB.5, PCE.6, PCB.7

= COB.1, COB.2

= AH33

= OuJ1.1,0uUnN3

= WHU.2, MHLL.3, NHLL.4.
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CHCTEMA CEPTHOHUKAIITMHN
CPEJICTB 3ALLIUTHI MHOOPMAITAMN
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