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[MnaH poknasaa infotecs

O6bwue cBegeHna o pasHbix Tunax Cloud.
TeHAEHUMN N TO UTO HAC OXKMAaer.
CraTucTtuka no yreukam AaHHbIX
TexHonoruna L2overlP

Haww peweHnsa no 3awmrte

[MnaHbl NO pa3BUTUIO peLueHnm




Obuwme cBefeHMA O pa3HbIX TUNax ob6a1akoB otecs
N NpeaoCTaBAsE€MbIX YCAYT.

BO3MOMHble TUMNbl 061aKoB
v Public Cloud

v Private Cloud
v HYbrId Cloud aprivate ssssssss @PUinc

Tunbl NpegocTasaaemMblxX ycayr

v SAAS = Software as a service ﬁ

v PAAS = Platform as a service m @
v IAAS = Infrastructure as a service

v XAAS = X as a service (X anything Ia.a.S Sa.a.S Paa.S

nnu everything)
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O6wue cBegeHuns o pasHbix Tunax Cloud. infotecs

BO3MOMHble TUMbl 061aKoB
v Public Cloud

v’ Private Cloud
v Hybrid Cloud

() N

PUBLIC CLOUD HYBRID CLOUD PRIVATE CLOUD

* Pay as you go * Choice of environment * Control

per project

* Capacity on demand * IT managed

* IT managed

* Hyperscale * On-premise

* Provider managed * SLAs

©2016, OAO «/HPoTeKC».



O6uwue cBegeHNA O pa3HbIX TUMax Ycayr.

v" SAAS = Software as a service
v PAAS = Platform as a service

v |AAS = Infrastructure as a service

laaS
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10puaA Aq pabeuey

PaaS
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10puanA Aq pabeuep
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SaaS
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1opuan Aq pabeuepy
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Kyaa gBuraeTtca MHAYCTPMA M Kak infotecs
MeHaeTca npoduab Tpaddpuka

v" Otyert Cisco Global Cloud Index 2015 - 2020
ACHO NOKa3blBaeT YTo 0bnayHbIM TPpaPdUK
pacTeT N0 OTHOLLUEHMUIO K K/J1lacCUYEeCKoMy

Tpaddury LOJos..
Global Data Center |IP Traffic Growth
B Traditional Data Center (9% CAGR) 27% CAGR
B Cloud Data Center {30% CAGR) 2015-2020 18
18 16 27% CAGR
14 14 2015-2020
12 12
10 Zettabytes 1
Zettabytes o perYear g
per Year a 6
A 4
5 7
0 0
2015 2016 2017 2018 2019 2020 2015 2016 2017 2018 2019 2020
Source: Gisco Global Cloud Index, 2015-2020. Source: Cisco Global Cloud Index, 2015-2020.

http://www.cisco.com/c/dam/en/us/solutions/collateral/service-provider/global-cloud-index-gci/white-paper-c11-738085. pdf
©2016, OAO «/HPoTeKC».



——

Kyaa aABuraetca MHAYCTpUA U KakK infotecs
MeHsaeTca npodunb TpadPpuka

v" U3 oTyeTa BUAHO 4TO TpaddMK B 06nauHble AaTa-LEeHTPbl 3HaYMTENIbHO pacTeT
MO OTHOLLEHUIO K TPaPpPUKY B KNaccuyeckme gaTa-LeHTpbl.

Data Center IP Traffic, 2015=-2020

o Within Data Center (77%)

Storage, production and
development data,
authentication

= ' Replication, CDN,
intercloud links

By Type (EB per Year)

By Segment (EB per Year) e Data Center to User (14%) Web. email
e E internal VoD
! WebEx...

By Tvpe (EB per Year)

Total (EB per Year)

http://www.cisco.com/c/dam/en/us/solutions/collateral/service-provider/global-cloud-index-gci/white-paper-c11-738085. pdf
©2016, OAO «/HPoTeKC».



CraTnucrtmnka no yT€4KaM AaHHDbIX

CTtaTucTmKa no poCTy yTeYeK AaHHbIX

In 2015, InfoWatch Analytical Center registered 1505
confidential data leaks or 7,8% more than in 2014.

1.8%

leaks in 2015 more than in

Re-sorting these industries by attack
vectors will show their attractiveness
for external intruders and insiders.

Share of leaks pushed by
insiders

- Share of leaks caused by
external intruders

2014

|I———]

2007 2008 2009 2010 2011 2012 2013 2014 2015

P P o

High tech Manufacturing and Retail, HoReCa
transport
Other/undefined Education Banking and finance
19.8% 14.1%
9
Government and Healthcare Local authorities

enforcement agencies
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Koraa Hy>kHa TexHonorua L2overlP. infotecs

PesepBHbIn LIO/]

BbICOKOCKOPOCTHOW KaHan ANA PenMKaLmm
I CUHXPOHM3ALIMM

Mwurpauma cepsmcos 13 IO/ B LIO/]
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Yto Hy>XHO B LLO/J] 1 pe3epBHbIN infotecs
LLOA, 1 uTO Mbl MOXeM NpeaNoXunTb

v PacTtaHyToe L2 npocTpaHCTBO

v BawmTa «undposaHne» Tpadduka mexay LIOO
v CepTndunumpoBaHHOE peLleHne

v [pnemnemasi CTOUMOCTb, BbICOKasi CKOPOCTb
LndppoBaHUA

v BblCOKas 4OCTYNHOCTb peLleHns «nogaepxka
EtherChannel»

v MNoppepxka arperaumm «LACP un gpyrue»

v YAoOHble MEXaHM3Mbl MacLLUTabupoBaHNSA peLLeHns

©2016, OAO «/HPoTeKC».



CueHapum NCNob30BaHUA infotecs
TexHonoruun L2overlP

TexHonorua L2overlP no3sonsaeT peann3osaTb:

ObbeanHeHmne cermeHToB 6e3 VLAN

Ob6beanHEHUE HECKO/IbKUX UK 0aHOM U3 ncnonbdyembix VLAN B pa3HbIX cermeHTax
Ob6beanHeHune ogHoro n3 ncnosnb3yembix VLAN cermeHTa c cermeHTamum 6e3 VLAN

etherchannel

etherchannel

**************** y - ~>~
Loa R - 10Gbit WAN 10Gbit - 1 uoa
NI - fes. —— KaHan | ——— -~ 4 e
OCHOBHOMN | | - ‘ - | | ' Pe3epBHbIl
e \ / -\‘-Gf)’-— &’ N N
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ViPNet Coordinator HW 4 infotecs

CKOpPOCTHbIE XapaKTepUCTUKM
L2overlP VPN

HW5000

HW2000 ‘

E e s 4,5 rout/cek
‘2,4 [ounT/Ccek

HW1000

7/80M6buT/Ccek

©2016, OAO «/HPoTeKC».
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ViPNet xFirewall infotecs

Stateful | :
packet & i > DP]
Inspection
ViPNet xFirewall ,
MS Active
HTTP < > Directory
Proxy ‘ integration

©2016, OAO «/HPoTeKC».



V|PNet IDS infotecs

1D52000

i

IDS1000

950 M6éuT/cex

6 [ounTt/cex
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VIPNet IDS: HanpaBaeHua pa3ButmA infotecs

LleHTpanmnsoBaHHoE [loBbllIEHME KayeCTBa
yrpaBaeHne BbIAB/IEHMA aTaK

VIPNet DS
3.0

Malware Detection

©2016, OAO «/HPoTeKC».
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Cnacunbo 3a BHMMaHMe!
Bonpochkl?

[aHwnnos lNaBen

MeHea>xep no npoaykram
Ten.: (495) 737-61-92

Email: pavel.danilov@infotecs.ru



