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PeweHna ViPNet PKI - 3To pAapg
NpoAyKTOB, MpeAHa3Ha4YeHHbIX ANnA
3aWnTbl MHPopMaumn n obecnevyeHusn
LeNIOCTHOCTU, KOHPUOEHLUUANIBHOCTH

N NoATBepXAeHUA aBTOpPCTBaA,
nepefaBaemblX AaHHbIX U (panioB.

B cocTaB pelweHMA BXOAAT KOMMOHEHTHI,
NO3BO/IAWIINE KAaK OpraHu3oBaTb
npocTpaHcTBO pgoBepua PKI, Tak

N NOAKNWYNUTbLCA K CyLWeCcTBYHWUM

MHOpACTPYKTypam.




¢ J ViPNet
YaocTto-
BepAWUN
LeHTp 4
(Bepcua 4.6)

[porpaMmHbIN KOMMAEKC, peaninsynwmin
dyHKUMN YpocToBepAWWero LeHTpa

B COOTBeTCTBUU C OepepasibHbiM
3aKOHOM N 63-03 «06 31eKTpPOHHOM
noannucu» oT 6 anpena 2011 r.




ViPNet YpocToBepsawwnini UueHTp

B coctas NpPorpaMMHOro KomMnaekca BXo4Aat ciegyrouwine KOMNOHEHTbI:

LeHTpOM cepTudukaLmm

ViPNet Registration Point / ViPNet CA Web Service npegHasHaueHbl
AN perncTpaumm nosb3osatenent YL, v Bbigaun ceptndumkatos
KJIFOYe MpOBepPKMN 3neKTPOHHOW nognucw (3M1)

@ ViPNet Administrator — 6a30Bbl1 KOMMOHEHT, ABAAOLMACSA
2%

?i ViPNet CA Informing — cepsuc MHGOPMMpPOBaHUS aMUHUCTPATOPOB

— n nonb3oBatenent YL, o cobbITnsax, CBA3aHHbIX C cepTudmrKaTamm

?‘ ] ViPNet TSP-OCSP Service npegHa3HaueH ans peannsaumm GyHKUMOHaNa
O] Bblja4y/ METOK BPEMEHU 1 MPOBEPKMN CEPTUDUKATOB B OHNANH-PEXNME

ViPNet Publication Service — cepBuc nybankaumm cnmckoB OTO3BaHHbIX
ceptndukatos (CRL) n ceptndumkaToB nonb3oBatenen

L]

MPEUMYILECTBA BO3MOXHOCTH

01. BozamoxHOCTb pa3BepTbiBaHuUA YL, 01. Peructpauus
B OpraHusaumax c TepputopuranbHo nonb3osatenen YL

pacrnpeseneHHoOn CTPyKTypow
02. zpgaHuve ceptndukaToB

02. ViPNet YaoctoBepatowmm LeHTp 4 Kntouen nposepkm I,
(Bepcus 4.6) MOXET MCMOAb30BaTbLCA B TOM uncsie B popmare
aKKpeanToBaHHbIMK YLL Ans BbiNycka KBaNMOULMPOBAHHbBIX

KBaNMPULMPOBAHHbIX CepTUUKATOB
03. VI3gaHne cnnckoB OTO3BaHHbIX

03. MoxeT ncrnonb3oBatbca coBmecTHO ¢ [MAK (aHHYAMPOBaHHbIX)
ViPNet HSM ana xpaHeHusa karoua 31 YL, uto ceptndurkaToB
NO3BO/IAET NOBbLICUTb 6€30MaCHOCTb PeLLeHNs
3a CYeT NpUMeHeHns cepTUMOULNPOBAHHOTO
CK3W knacca KB n cpeactsa 3l knacca KB2

04. BesgeHve peectpos
nosab3oBaTenen
N N3[aHHbIX CepTUPUKaATOB

CEPTUOUKALUA

ViPNet YaoctoBepsatowmii LeHTp 4 (Bepcma 4.6) cOOTBETCTBYET: CeBupetenbcrBa
> TpeboBaHmam OCb Poccum kK MHGOPMaLIMOHHONM 6e30MacHOCTM B peecrpe
YLl knacca KC2 (ncnonHenne 1) n knacca KC3 (ncnosnHeHue 2) poccumckoro MO

> TpeboBaHuaM Kk cpegcTam YL, ytBepxkaeHHbIM npukazom PCB Poccun
o1 27.12.2011 N2796 no knaccy KC2 (ncnonHenue 1), knaccy KC3
(ncnonHeHwne 2)

> TpeboBaHMAM K popme KBanndMLMPOBaHHOIO cepTudukaTa Karoua
nposepku 31, ytBepxaeHHbIM nprkazom OCb Poccnm ot 27.12.2011 N2795



¢ ViPNet
j HSM

YHUBEpCaNbHbIl KpunTorpadpneyckui
mMoAy/Nb, nnaTtdopma ANsS pa3paboTKu
KpunTorpadmyeckux cCepBuCOB




ViPNet HSM - BbicokonpounsBoguTenbHasa 1 BbICOKO3alUULLeHHaa naatpopma,

BbIMOJIHAOLAA KpUNTOOonepaLmm No 3anpocamM pas/iniyHbIX CEPBMCOB.

ViPNet HSM moxkeT pacnosaratbcs B 11060M OKpY>KeHUU, TaK Kak BCe onepaLum
BbIMOJIHAIOTCA BO BHYTPEHHEN 3alLULLEHHON CpeAe: KNHoUM HEBO3MOXHO U3BAEUb,
JAaHHble N3MEHUTb.

ViPNet HSM mMo>keT ncnosib30BaThCA B CLeHapUAX paboTbl NAATEXHbIX CUCTEM,
YA,0CTOBEPAOLWNX LLEHTPOB, CUCTEM I/IEKTPOHHOIO fO0KyMeHToobopoTa, ACY TI1.

ViPNet HSM obecneuurBaet nogaep>kaHue NOJHOIO XM3HEHHOrO LKA
KpunTokatoUven, peaansauuto onepaumin 3N, wndbpoBaHMAa U UMUTO3ALLUTBI.

MPEUMYIIECTBA

01

02.

03.

04.

05.

06.

. HagexHas 3awuta ot dpusmyeckoro HC/, kK XpaHNUMbIM AaHHbLIM C MOMOLLLIO

AaTyMKa KOHTPOAA BCKPbITUA KOPMyca N U3MeHeHNa pusnyecknx napameTpos
naatdopmbl (TemnepaTtypa, NuTaHme)

LUVIpOKI/Ie BO3MOXHOCTN MPUMEHEHNA NOCPEeACTBOM UHTErpaunn ansa O6pa6OTKl/I
3anpocoB pas3IMyHbIX CTOPOHHUX CepBUNCOB

KpvnTocTonknin MexaHn3m BblpaboTKu KAtoUel C MCMOo/Ib30BaHMEM BCTPOEHHOTO
dunsmueckoro gaTumka cayyanHbix Ymcen

fapaHTVA HEM3MEHHOCTM HacTpoek NaaTGOopMbl 3a CHET MPUMEHEHNA POEBOW
MOZENV pasrpaHnyeHns npas ajMNUHNCTPATOPOB (KBOPYM) U pa3fesieHnsa cekpeTa
no cxeme LLlamupa

BO3MOXHOCTb OpraH13aLMmn BbICOKOMPOU3BOAUTENBHOIO MacLITabrpyemMoro
KiacTepa

I'Io,u,,u,ep>|<|<a aKTyaJibHbIX OTEYECTBEHHbLIX U MHOCTPAHHbIX KPUNTOAATOPUTMOB

OCOBEHHOCTH

> 3anuncb 3Ha4YMMBbIX AN 6e30nacHOCTM > Moapep>xka paboTbl C NpUKAaZHBIMU
COBbITUI B CUCTEMHbIV XYypHan cepsucamu, ynpasasembimu OC

> Beb-uHTepdelic ans yaaneHHoro

Windows u Linux

aZAMUHVCTPYPOBAHNSA MO > BO3MOXHOCTb MCMO/Ib30BaHMA
3aLLMLLEHHOMY KaHaly 1 CEHCOPHbIN ViPNet HSM B kauecTBe fOBEpPeEHHOW
3KpaH A/15 NOKaNbHOW HAaCTPOKK nnatPopMbl AN pa3paboTKyM HOBbIX

> WNHtepdenc PKCS#11 ana pabotsi ¢
NPVIKNAAHBbIMN CEpBUCAMM

KpunTorpadpuyeckmx CepBmcoB, B TOM
yncae nyTem BCTPanBaHMA



nAa pa3paboTYMKOB M O3HAKOMAEHUA MOTEHUMaANIbHbIX 3aKa34MKOB
¢ ViPNet HSM no 3anpocy npepocTaBnAeTCAa 3MyNATOp NpoAyKTa
B Buge Virtual Appliance

NMPUMEHEHMUE

YaocTtoBepAwoLWMmiA LEeHTp

YBenmueHve CPOKOB AENCTBUSA KKOUEN 31eKTPOHHOM MOANMUCKA N KOPHEBBIX
cepTndMKaTOB, CHUXKEHNE PUCKOB KOMMPOMETALMUN KAKOUEN.

> Co3gaHve 1 XxpaHeHne KAr4yen aiMUHUCTPATOPOB YA0CTOBEPAFOLLIMX
LEHTPOB B M30MPOBaHHON foBepeHHON cpeae ViPNet HSM

> GopmurpoBaHMe 1 NpoBepKa aNekTpoHHour noanucy no FOCT P
34.10-2012, xawmpoBsaHue gaHHbix no FOCT P 34.11-2012

> COBMEeCTHOE 1CMno/ib30BaHme ¢ cepBepamu MeTok BpemeHnu (TSP) n cepeepamu
nposepkun cratyca ceptndmkatos (OCSP)

Kpunrtorpaduueckas nnatrpopma O6nauHbiv cepuc Il
Pa3paboTka npuknagHbIx CHmXXeHMe pacxofoB Ha pa3BepTbiBaHWe
KpunTorpadmnueckmx cepemcoB NHPPaACTPYKTYpbl OTKPbITbIX Katouen (PKI)

C BO3MOXHOCTbIO cepTudukaLmm

> HapexHoe xpaHeHue Karoyen
Mo BbICOKMM Kiaccam 6e30macHOCTL.

nosib3oBaTenen B 3aWMPPOBAHHOM BUae
> TLS-wnro3

> 3allUMLLEeHHbIV 4OCTYN NoJb30BaTesei
> cepBep MEeTOK (LUTaMMoB) BPeMeHW K KJIFOYaM 1 K onepaumsam
C 21eKTPOHHOW MOAMNUCHIO

> naateXxHbin HSM

> reHepaTop KAHOUen ANs pa3fnUHbIX
cucteMm, Hanpumep, NCY3

CEPTUOUKALIUA

®Cb Poccuum

CK3W knacca KB
n cpeacteo Il
knacca KB2

CBungetenbcrBa
B peectpe
poccuiickoro MO



= ViPNet
PKI
Service

MporpaMMHO-anmnapaTHbIN KOMMIeKC

ANA reHepauuu kKnwyen, GopmmpoBaHuA
M NpOBEpPKU SNEKTPOHHOU nopnucwm,
WNPpOBaAHUA LOAHHbIX




Pa3paboTaHHbil Ha 6a3e kpuntorpaduyeckon nnatdopmbl 6€30NACHOCTH
ViPNet HSM nporpammHo-annapaTHbln kKomnnekc ViPNet PKI Service
npefHa3Ha4YeH ANA BbINOJHEHUA KpunTorpapuyeckux onepauui

B NPUKNAAHBIX CLEeHapuAX WMHOOPMALMOHHLIX CUCTEM: reHepauuu
K/l4en, GopMMpPOBaAHMA U NPOBEpPKU SNEeKTpPOHHOM noanucu (3M),
wudpoBaHNA AAHHbIX

NMPEMMYLIECTBA

01. bharogaps BCTpavBaHUIO B 04. Hage>xxHas 3awimTa o1 pu3nyeckoro
cepTMGULNPOBaHHYIO KpunTorpadbuyeckyro HeCaHKLMOHWPOBaHHOIO AOCTyna
nnatdopmy ViPNet HSM mnsgenve K XpaHMMbIM JaHHbIM obecneynBaeTcs
ViPNet PKI Service obecneunBaet AaTYMKOM KOHTPOAA BCKPbITUA KOpryca
Kpuntorpaduyeckyto 3awmTy aHHbIX, N n3MeHeHna G3nYecknx napamMeTpoB
COOTBETCTBYHOLLYHO BbICOKMM Kaccam — CK3U naat@opmel (TemnepaTtypa, NnTaHue)
FOIBEEE B L CpEACED ST e EeE LB 05. Noaaep>xaHue akTyasbHOCTU CMIMCKOB

02. Peann3oBaHa 3almMTa OT 310HAMEPEHHbIX oTO03BaHHbIX cepTndukartos (CRL) ans
AEVCTBMI agMUHUCTPATOpa 3a cYeT NPOBEPKN UCMOJIb3YEMbIX NOAb30BaTENAMM
NPUMEHEHNS PONEBON MOAEN cepTndmKaTOB B aBTOMATUUYECKOM pexnme
€ [pEETTPETIMISTIER) ML (SO 06. KpnnToCTOMKMIA MEXaHWN3M BbIpaboTkm

7] NIeHNA cekpeTa no cxeme LLlamu 2
pasAene CEKpeTa Mo cxeme LLlaMmipa KJNHOUeun C UCMoJ/Ib30BaHMEM BCTPOEHHOIO

03. BO3MOXHOCTb peanusaumm dM3MYECKOro AaTumka CyYanHbIX Yyncen
BbICOKOMPOWN3BOANTENIbHOTO
Macwtabupyemoro knacrepa

/
> [eHepayma n 6e3onacHoe xpaHeHne > GopmMunpoBaHue n nposepka I
Katoueln (KOMMNOHEHTOB KJroYen) B dpopmate CMS, XMLDSig, CAdES, XAdES,
> Co3gaHue 3anpoca Ha cepTudukat WS-Security
KJK0Ya NPOBEPKM 371EKTPOHHOM > lndpoBaHme n MmUTO3aLLNTa AaHHbIX
nognucm (31) > X3WWMpPOBaHME AaHHbIX
JononHuTtesibHble BO3MOXHOCTU
> [lna nHTerpaumm ¢ BHEWWHUMN MHGOPMALIMOHHBIMM CUCTEMAMUN NPeAoCTaBaAseTCA
REST API
> [1nA ypaneHHoro agMUHNCTPUPOBaHWA NpeaocTaBaseTcs Beb-nHTepdeinc
> Bo3moxHa coBmecTHas pabota ¢ ViPNet YL, nan KpuntolPO YL, cepBepamu meTok
BpeMeHu (B cooTBeTctBMM € RFC 3161) n OCSP (B cooTBetcTBUM ¢ RFC 2560)
> [1na pa3paboTumkoB 1 03HaKOMAEHUA NOTeHLMaNbHbIX 3aka3umkos ¢ ViPNet PKI
Service no 3anpocy npesocTaBaseTcs IMynaTop npogykta B Buge Virtual Appliance
.
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ViPNet PKI Service

CLEHAPUU

KoprnopaTvBHbIi cepBep nognucu, obecneunBaroLLnii BbINOJHEHME KpUNTOrpadruyeckmnx
onepaumi Nno 3anpocam pPasanNyHbIX NPUKAALHbIX CEPBUCOB:

> 3/7IeKTPOHHOr0 A40KyMeHToobopoTa > TexHosorm4yeckmm npoueccom (ACY TM)
> 3/1eKTPOHHbIX TOProBbIX MAOLAA0K > AWCTaHLMOHHOTO 6aHKOBCKOrO
> aBTOMAaTU3MPOBAHHbBIX CUCTEM yrpaBAeHUA obcnyxuanms (460)

> ejJMHOV BMOMETPUYECKOM CUCTEMBI

CepBep noanucy, obecneunBatoLwnin BbINoJHEHME KpunTorpadbunyecknx onepawui
Mo 3anpocam MoJsib30BaTENEN M B3aUMOZENCTBME C APYrMMU KOMMIOHeHTamu PKI.

Be6-nopran YaoCTOBEpPAOLWMNA LEHTP

JokymeHT
@ Ha noAnuchb E

MpviknagHow cepeep Touka
pacnpoctpaHeHns CRL

MoanucaHHbIN

@ AOKYMEHT

=

ViPNet PKI Service ViPNet
TSP-OCSP Service

&

[Nonb3oBaTenn ViPNet

@

YA0CTOBEPSIOLWNIA LIEHTP

CEPTUOUKALUA

®Cb Poccnmn CeuaertenbcTBa
CK3W knacca KB n cpeactso 31 knacca KB2 B peectpe poccumickoro MO
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N3 6e30MacHOCTU, nNpegHa3HaAYeHHbIN
ANA OpraHM3auun 3alMeHHbIX CoegUHEeHUN
no npotokony TLS ¢ ucnonb3oBaHuem
OoTe4yeCTBEeHHbIX U MHOCTpPaHHbIX
KpUNTOaNropuTMOB



ViPNet TLS Gateway

Ncnonb3oBaHne npoTtokona TLS obecneunBaet ayteHTUdMKaLMIO

no/sib3oBaTesiell N opraH13auMmio 3alMLLEeHHbIX COeAnHEeHUN npu pabote

C NOpPTaJibHbIMU pelweHnaAMun

BO3MOXHOCTH

> 3alUMLEeHHbIN AOCTYN
K pecypcam no HTTPS

> OpraHusauuns TLS-TyHHena ana
3alLMLWEHHOro AocTyna
K pecypcam no TCP

> WHTerpauwma c LDAP (Active Directory)

> [Moaaepkka pexxmMMoB OAHOCTOPOHHEN
N ABYCTOPOHHEN ayTeHTUdMKaLMm
C UCNonb3oBaHMeM cepTUdMKaTOB,
N34aHHbIX Pa3INYHbIMM
YAOCTOBEPAOLLMMUN LieHTPamM
(B T.4. aKKpeANTOBAHHbIMM)

> [Noaaep>xka ayTeHTUdumKaLmnm
no npotokonam NTLM

> MNopaep>xka NOAUTUK
pasrpaHuyeHuns focryna

> BO3MOXHOCTb OpraHM3aLum JocTyna
K 3alLMLLaeMbIM pecypcam ¢
MCNONb30BaHMEM POCCUMINCKUX N/Nau
MHOCTPaHHbIX KPUMNTOANTOPUTMOB

> MNoaasepxka TLS 1.3

OBJIACTb NMPUMEHEHMA

1 YaaneHHbln goctyn
COTPYAHMKOB
K KOpMOpaTUBHbIM
pecypcam

> ABTOMaTMUeCcKoe nojaep>kaHune
aKTya/JIbHOCTU CMUCKOB
aHHYIMPOBaHHbIX CepTUdPUKaToB
(CRL), BO3MOXHOCTb UCMOJIb30BaHUA
npotokosia OCSP

> BO3MOXHOCTb OpraHm3aLmm
MacTabmpyemMoro knactepa
BbICOKOM MPOW3BOAUTENILHOCTU
¢ 6anaHCUMPOBKOW Harpysku 3a cyeTt
BHeLLHero 6anaHCcMpoBLLMKa

> YnpassieHve Knactepom
ocyuiecTBaseTcsa ¢ boro
3NeMeHTa KaacTepa

> VIMnopT katouen n ceptudurkaton
B popmate PFX

> MNoppepxka IPv6

> MOHUTOPUHT COCTOAHMA
no npotokosy SNMP

> YpaneHHoe afiMUHUCTPUpPOBaHMe
yepes Be6-nHTEpENC
n no npotokosay SSH

2  MNpepocrasneqne
3NIEKTPOHHbBIX YCNyr
no 3alLMLLEeHHOMY
KaHany
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Ncnonb3oBaHue ViPNet TLS Gateway
ANA NpeAoCTaBNeHMA JOCTyna Nonb3oBaTesiei k Beb6-cepBucam

Mposaiaep
[loBepeHHas 30Ha
Pecypc 1 MAK ViPNet
TLS Gateway
HTTP HTTPS @ HTTPS
Pecypc 2 WHTepHeT
Pecypc N

[nsa paborsl ¢ ViPNet TLS
Gateway no npotokosny TLS
FOCT y nonb3oBatens
AONXKHO 6bITb YyCTaHOB/IEHO
ceptuduumpoBaHHoe CK3U.

=

Hanpuwmep, ViPNet PKI Client rﬁ?} rﬁ%j )‘8%:}
. Certification Authority .
CepTudukat nposepkun KopHeso o KopHesoit
NOANMHHOCTU cepBepa  cepTudukat YL, YaocToseparoLwuin ceptudukar YL
ViPNet TLS Gateway ueHTp (PKI)

Moaaep>xmBaemsble
KpunTtorpaduueckme
cTaHpapTbl

N pekomMeHaauumn

Mopaep>xmBaemMbie
BUpPTyasibHble Cpeabl
(ans TLS VA)

14

> [OCT P 34.10-2012, RSA, ECDSA
> [OCT P 34.11-2012

> [OCT 28147-89, TOCT P 34.12-2015
(FTOCT P 34.12-2018), TOCT P 34.13-2015
(FTOCT P 34.13-2018), AES

> PekomeHaauunm TexHnueckoro komuteta 026

> VMware Workstation
> VMware vSphere ESXi
> Oracle VM VirtualBox
> Microsoft Hyper-V

> MNnatdopmbl BUPTYyanm3aumnm, OCHOBaHHbIe
Ha Kernel Virtual Machine (KVM), B Tom
yncne oTevecTBEHHbIE TMNepBmN30pPbI

ViPNet PKI Client
ViPNet CSP

CK3M

ViPNet PKI Client

CepTudukatbl
nosb3oBatenei



ViPNet TLS Gateway

4 I

MOZENbHbLIA PAL

UcnonHeHusa TLS TLS VA TLS 550 TLS 1100 TLS 5500

AnnapatHaa naatdopma BMpPTYya/nbHas TLS 500 Q2 TLS 1000 Q3 TLS 5000 Q2
MalluHa

MpeaenbHaa nponyckHas 3aBUCUT OT 240 600 40 1800 Ao 7600

CNOCOBHOCTL B pexxmme XapaKTepucTmk

obpaTtHoro HTTPS-npokcy, annapaTHoro

M6éwuT/c obecrneyeHus

MakcnmanbHoe yncno 3aBUCUT OT Ao 7000 Ao 14000 A0 65000

OZHOBPEMEHHbIX XapaKTepucTmK

COeaNHEHWN annapaTtHoro

B pexxmMe obpaTtHoro obecneveHus

HTTPS-npokcu
n TCP-TyHHens

WHTepderichl 3aBUCAT OT 6x Ethernet 8x Ethernet 4x Ethernet
XapaKTepucTnk 10/100/1000 10/100/1000 10/100/1000 8x
annapaTHoOro 4x 1G Ethernet 10G Ethernet Fiber
obecneyenua Fiber SFP N
- s

CEPTUOUKALNA

®Cb Poccnmn CBupertenbcTBa
> CK3W knacca KC3 ans MCNoOAHEHW > B peectpe poccuiickoro MO
TLS 500, TLS 1000, TLS 5000, TLS 550, > B peectpe MuHRpoMmTOpra

TLS 1100, TLS 5500
> CK3W knacca KC1 ansa ncnonHeHusa TLS VA

15



ig] ViPNet
PKI
Client

YHUBEpCaNbHbI KAMEHT AN paboThl
B UHOPACTPYKTYype OTKPbITbIX KJH4YeWn




~
’\ ViPNet PKI Client
- -

[na obecneueHna KOHPUAEHLNANBHOCTM U LL€/IOCTHOCTH
nepeaaBaeMblX JaHHbIX COBPeMeHHble Be6-cepBUCbl MO3BONAIOT
Nnonb3oBaTeNAM MPUMEHATb Pa3/InUHble METOAbI KpunTorpadpnyeckon
3aWnTbl MHPOpMaLUK:

1  opraHusaumio 5 2 dbopmuposaHune
3aLUMLLEHHBIX COeANHEHNI n NpoBepKy
N ayTeHTUPUKaLMIO No 3NIEKTPOHHOW
npotokoay TLS nognucum

UT06bI 334€MCTBOBATbL 3TV CPEACTBA 3alMThl, NOb30BATENN 3a4acTyHo
BbIHY>/JEHbl COUETaTb Pa3/INUHbIE CPEACTBA KPUNTOrpapuyueckoi
3aWmThl UHGOPMALUK, X KOMMOHEHTLI UK NarvHel. Bee 3to
YCNOXHSAET NCMO/Ib30BaHNE BEG-CEPBUCOB.

PEWAEMBIE 3A[A4HU

ViPNet PKI Client — yHBepcasbHbI MPOrpaMMHbIA KOMIMIEKC, KOTOPbIN
peluaeT OCHOBHbIE 33/ja4n NoaAb30BaTeNa nNpu pabote ¢ Beb-cepBucamu:

> 3aBepeHune JOKYMEHTOB 3/1eKTPOHHON MOAMMUCHIO Y NPOBEpPKa
3/1eKTPOHHOW NoANncK

> wudposaHue parinos
> ayTeHTUduMKaLMsa NoNb3oBaTeNen ANa 4OCTyna K Beb-cepBmcam
> NMOCTPOEHUe 3alnLLEeHHbIX TLS-coeanHeHnn

> B3ammogencTtame ¢ cepsepom noanmcm ViPNet PKI Service
C NCMO/Ib30BaHMEM XPaHALLMXCA B HEM KAtOUen Ans
dopmuposaHusa 3l, pacwmpposaHma

CEPTUOUKALMA

®Cb Poccnun CeugetenbCcTBa
CK3W v cpeactBo ITT: B peectpe

> KC1, KC2, KC3 ana ucnoanexHnn 1, 2, 3 (OC Windows) poccuiickoro MO
> KC1, KC2, KC3 ans ncnonHeHnii 4, 5, 6 (OC Linux)

> KC1 ana vcnonHeHus 7 (Android)

> KC1 ana ncnonHexuns 8 (iOS, iPadOS)

17



ViPNet PKI Client

MpoBaiiaep
4 A
[loBepeHHas 30Ha
' . ViPNet
ViPNet PKI Client TLS Gateway Beb-cepsuc
HTTPS HTTPS HTTP
ViPNet PKI Client NHtepHeT ViPNet I
_ PKI Service
E
CepTudukar
ViPNet
TLS Gateway
Certification Authority
YaocTtoBepsoLmnin T
& J
ueHTp (PKI) |
S = sl S

Ceptndukatbl
nosb3oBatesnen

KopHesoi
ceptuéwmkat YL,

MPEUMYIIECTBA

> [Mopaep>kKa OCHOBHbIX CLieHapreB paboThbl
B PKI B pamkax ogHoOro npogykra

> KpoccbpaysepHocTb: A8 NCMO/b30BaHMA
cepsucos 31 n wnpposaHna B Beb-cepBmcax
nosib30BaTENb MOXET BblbpaTh Ntobon bpaysep

> ABTOMaTMYecKoe OOHOBJIEHME CMNCKOB
aHHyAnpoBaHHbIX cepTnudurkatos (CRL)
ana nposepkun 3l (Mo pacnncaHmio)

> [Noasep>xka pasnnuHbix popmatos Il1: PKCS#7
(CMS), XMLDSig, CAdES, XAdES, WS-Security

> MNoppep>xkka meTok BpemeHun (TSP) n OCSP

> TyHHennpoBaHue TCP-Tpaduka no npoTtokony
TLS

> KomnnekT ans pa3paboTumkoB Beb6-cepBUCOB,
obecrneumBatoLLMN BO3MOXKHOCTb
BbI30Ba MeXaHM3MOB KpUNTOrpapuyeckom
3awmnTbl HGopmaumm ViPNet PKI Client
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KopHeBoii
ceptudukat YL

Ceptndukar
ViPNet PKI Service

> YnpaBneHue ceptudurkataMum Katouen
nposepku IrT:

- yAOOHbIV MHTepdec ans dopmMmpoBaHms
3anpocoB Ha ceptudukat (B dopmate
PKCS#10)

- MOHUTOPVIHT N NHGOPMMpPOBaHMNe
nonb3oBaTens o6 NcTeveHn CPoKoB
Aencrema ceptudurkaTos u karoyen 3N

- pabota ¢ XxpaHWaunLLEeM cepTUPMNKaTOB vepes
nHtepdenc ViPNet PKI Client
(ycTaHOBKa cepTndurKaTa B CUCTEMHOE
XpaHWAVLLLe CEPTUPUKATOB B OAWNH KVWK)

- cepTndurKaTbl U3 NOKaNIbHOIO XpaHuanLa/
TokeHa/ViPNet PKI Service
OoTO6paXaroTcA B OAHOM OKHe

> Moaaepskka MOBUAbHBIX ONepaLMOHHbIX
cuctem (Android, iOS, Aspopa)



KPUNTOANT OPUTMbI

FOCT P 34.10-2012
rOCT P 34.11-2012
FOCT 28147-89

FOCT P 34.12-2015 (TOCT 34.12-2018)
FOCT P 34.13-2015 (TOCT 34.13-2018)

<« MapameTpLI NOARKMCH MO YMONUAHMIO

Q@ noannee Cepugukar noanuch
12 Wmoposanne [B] sui6pars ceprumar

B ceprvomarn

Wagarenm CRL ApyTve napameTpsl

@ s V17 & noamcs

[ oGasnms e noanvcs wramn Touxoro epeteHn
&) 1ysrenn

& Obraunbie cepamce AnpecTsp-cepocpa [ O

AOKYMEHT 1 MOATIMES B KO ailne *.sig)

Nposepims

(& Wunopr/2xanopr

[ vicnonez08aTs noanuce popmata XMLDSig Ana XML-gaiinos

finuensun [ Coxpariams & kopuposke Baseba

0 Coobuwts 0 npab
@ cnpasxa
@ onporpa

CoxpawaTs pesyasTarel noATMcy & nanky: | C\Users\tester\Documents

CepTuduKaTbl

£ Momnves

I3 Wupposatue

(] ceprupuxare:

Bnanenew ceprudukata = Msparens
v [E] nuasere ceprugmearer

Viearoa Vsan MBanosuy CRYPTO-CA
[‘;‘ ] S — S CepTHdHKATBI APYTUX Nonb3oBaTensail

Netpos Metp Metposuy CRYPTO-CA
© O6naunsie cepancei

C | nouex Q| Y v | @ fosesurs

wmcRL B Co

Cpox aeficTann

11.04.2022 - 11.042023

11.04.2022 - 11.042023

1

ViPNet PKI Client

U ce>o ]

16:58

D))
8

Daiinbl

DneKTpoHHas noan1ch

Mposepka nognvcy daiina
&’Q [lns noaTBepXXAeHUs LLenoCTHOCTU 1

aBTOPCTBA AOKYMEHTa.

Moanucaxue daiina
/ [N8 3alWMTbl LOKYMEHTa OT
'&J HeCaHKUMOHUPOBAaHHOIo
U3MeHeHua.

LLinpposaHune

3awudpoanve daiina

[nA 3aWmThl AOKYMEHTa OT
HECaHKLIMOHMPOBaHHOO
npoYTeHNs.

[ns 4TeHus 3awmdpoBaHHOro
[lOKyMeHTa.

3 PacwudposaHue daiina

12:37 ©@ N3 =GOy

CoepuHeHne Q

CoepuHeHue no TLS FOC
paspelleHo

3anpeTtuTb

Pa3spelaTtb He6esonacHble coejUHeHs
YctaHaBnuBaTtbh coeanHenns no TLS FOCT )
npu OTCYTCTBUM AOBEPUS K CepTUBUKATY

cepsepa

CoepuHenus no TLS FOCT

©® 3aumuieHHble - 1
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ViPNet
Crypto

Kpuntorpaduyeckue
6ubnnoTekn AnA BCTpauBaHUA




BctpanBaemble kpuntorpagpuueckune 6mbanorekn NMHpoTeKC -
3TO pelleHne Ana paspabotumkos npuknagHoro MO, no3sonstoLee
NCMNoJib30BaTb OMbIT CNELNanncTos B 061actm MHPOpMaLMOHHON
6e30nMacHOCTH, BOMJIOLWEHHbIV B peasn30BaHHbIX KpUMTOoaaroputmax,
NHTepdencax n ctTaHgapTax.

Bubanotekn ana sctpansaHus ViPNet no3sonsloT ncnonb3osatb
Kpuntorpapuyeckune anroputmbl FOCT B pa3nnyHbIX NPUKAAAHbIX
cucTemax: oT MOBWJIbHBIX MPUIOXKEHNW 0 CEPBEPHbIX PeLUeHWNM.

Kpuntobubnmotekn B noprtdene
npoaykToB UHPoTeKC:

Ios ViPNet OSSL CSP  ViPNet CSP
SL KpoccnaatopmeHHas Oo=r KpuntobmbanoTteka,
6ubnanoteka peanusyroLuas
Ha 6a3e OpenSSL Microsoft CryptoAPI

SE ViPNet CryptoSmart XT.| ViPNet JCrypto SDK
kpuntorpadusa ansa -J 6ubnnoteka ans
B6N0KYENH- pa3paboTtkm Ha Java
naatdopm Ha 6ase
Hyperledger Fabric
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NMPEUMYLIECTBA

CTaHpapTHble API
Ncnonb3dyem ctaHgapTHble APl ana 6bicTpoi

nuterpaumn: MS CryptoAPI, OpenSSL,
PKCS#11, JCA

HagexHaa FOCT-kpunTtorpadua

Peannzosanu kpuntoanroputmel FOCT
B COOTBETCTBUMN C METOANYECKMMMN
pekomeHAaunamMmn n TpeboBaHAMK peryaatopa

PacuupeHHblii SDK 1 npumepbl

AnA BCTpaunBaHUA

MpepocTtaBnseM HEOHXOAMMbIE MHCTPYMEHTbI
ANs paboTbl ¢ GUbAMOTEKON

PaspaboTtynkam He TpebyeTcs
rnybokoe 3HaHWe Kpuntorpadpum
Heobxoanmble GyHKLMM yKe peann3oBaHbl

B KpMnNTObMbANOTEKAX, MO3TOMY pa3paboTumkam

HE HY>XKHO CaMOCTOATE/IbHO pa36|/|paTbCﬂ
B MaTeMaTn4yeCKnx oCHOBax

Noaaepxka oT pa3paboTyMKoB

MpsAMble KOHCYAbTaLMN 1 CONMPOBOXAEHME
OT pa3paboTumkoB KpnNTobmnbamnoTek

NMpo3pa4yHoCTb ANA NoJib30oBaTens

BcTpavBaemble kpnTtobmbAnOTEKN HE BANAIOT
Ha BpeHANHT 1 MHTepdenc NPUKIaZHON CUCTEMBI

/
> OpraHu3aLms 3almLeHHbIX coeanHennii > Obecnedenie pabotsl ¢ 31eKTPOHHOM
MOAMMWCHIO Ha NHOObIX YCTPOMCTBAX
> BbluncneHne 3HaueHm Xaw-QyHKLNA .
> lndpposaHre $pannoB 1 AaHHbIX
> BblumcneHne MMUTOBCTaBKM
.

OYHKLUU

> Pa6orta c Il
FOCT P 34.10-2001%*, TOCT P 34.10-2012

> XawupoBaHue
FOCT P 34.11-94*, TOCT P 34.11-2012

> llnpposaHmne
FOCT 28147-89* , TOCT P 34.12-2015
FOCT P 34.13-2015

*B pexnme CoBMeCTUMOCTU
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> 3awiueHHble coeANHEHS
TLS 1.2, TLS 1.3

> PaboTa ¢ KJlrto4UaMyM Ha BHELUHUX YCTPOMCTBaX
Rutoken, JaCarta, Esmart n gp.

> ®opmarbl
CMS, PFX, XMLDsig, CAdES, XAdES, X.509




MNcnonb3oBaHune KpI/II'ITO6VI6JWIOTeK Ha KJIMEHTCKUX U CEPBEPHDbIX

y3nax agna obecneuyeHvs 3aWULLLEHHOTO B3aMOAencTeum

ViPNet Crypto

FOCT TLS —
4L
Monb3oBaTenb
Beb-cepBuc WHTepHet
FOCT TLS FOCT TLS |
J
FOCT TLS [Monb3oBatenb
[,BYCTOPOHHWI
— roCT TLS =|
I J
AgMuHUcTpaTop Monb3oBaTens
ViPNet ViPNet ViPNet ViPNet
csp OSSL JCrypto SDK CryptoSmart
Kntouesas Lns paspabotku gpgccnnaTq)opM;HHaﬂ 5VI6J1VIOTeK6a Kpmn6Torpa¢vvm
0COBEHHOCTD MO noa Windows nbavoteka Ha baze AN1s pa3paboTkm ans 6aoKyeriH-
OpenSSL Ha Java naatpopm (HLF)
Windows, Linux, Windows, Linux
Mnatpopmbl Windows, Linux macQOS, iOS, Android, ! ! Linux
Android
Aspopa
MSP
NHTepdeiicbl MS CryptoAPI E)Kce?j;l f:ﬁgéiﬁ NetCSP
P BCCSP Lite
Knacc 3awuthbl KC1, KC2, KC3 KC1, KC2, KC3 KC1 KC1, KC2
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H CopaepxunMoe AOKYMEHTa HOCUT UCKHOUUTENBHO MHPOPMALVIOHHBIV XapakTep 1 He ABaseTca Ny6anyHoi odepToid. s nonyueHns nogpobHOR nHpopmMaLmm o6 ykasaHHbIX
I E B JOKYMEHTE NpoayKTax 1 ycyrax Bbl MoxeTe 06patntbcsa B AO «HdoTeKC». Bce n306paxeHns ABASIOTCA NNLLb UANKOCTPALMAMU. Bce TexHUUECKUE XapaKTePUCTVKK, BHELLHWA
B/ 1 KOMMN/IEKTHOCTb ONUCHIBAEMOW NMPOAYKLMM MOTYT MeHATLCA 6e3 NpeBapuTeNbHOro yeegomaenuns. Cumsonbl ™ uan ® B JOKyMEHTE He UCMO/b3YHOTCS, OAHAKO,

Virtual Private Network €C/I1 He yKa3aHo MHOrO, BCe TOBapHble 3Haky B JaHHOM AOKYMEHTe 3alyuLeHbl COOTBETCTBYHOLLMM NPaBOM, KOTOPOEe NPUHAANEXNT UX BAajeNbLaM.




