
ViPNet xFirewall 5.6.0: 
ɟɠɔɭɗ ɔɠəɞɠɘɟɠɣɤɚ ɪɝɰəɒ 

ɓɗəɠɡɒɣɟɠɣɤɚ
Ȟɝɗɜɣɗɛ Ȣɒɟɚɝɠɔ

Ȯɥɜɠɔɠɖɚɤɗɝɮ ɟɒɡɢɒɔɝɗɟɚɱ
Ȭɤɖɗɝ ɢɒəɔɚɤɚɱ ɡɢɠɖɥɜɤɠɔ ȦɟɦɠȰɗȨȯ
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o Ȭɓɫɗɡɢɚɟɱɤɠ ȪȻ ɣɩɚɤɒɤɮ ɥɣɤɢɠɛɣɤɔɒƗ ɢɗɒɝɚəɥɰɫɚɗ 
ɤɗɧɟɠɝɠɕɚɰ stateful packet inspection ( SPI)
ɣɗɤɗɔɠɕɠ ɤɢɒɦɚɜɒ. ȪȻ ɢɒəɕɢɒɟɚɩɚɔɒɗɤ ɖɠɣɤɥɡ ɟɒ 
ɠɣɟɠɔɗ ʪ ɡɒɢɒɞɗɤɢɠɔƙ ɒɖɢɗɣɒ ɠɤɡɢɒɔɚɤɗɝɱ ɚ 
ɡɠɝɥɩɒɤɗɝɱƗ ɡɠɢɤɭ ɠɤɡɢɒɔɚɤɗɝɱ ɚ ɡɠɝɥɩɒɤɗɝɱƗ 
ɡɢɠɤɠɜɠɝ L4.

Next - Generation Firewall (NGFW)

ȪȻ ɣɝɗɖɥɰɫɗɕɠ ɡɠɜɠɝɗɟɚɱ(NGFW) ɔ ɖɠɡɠɝɟɗɟɚɚ ɜ 
ɠɓɫɗɡɢɚɟɱɤɠɞɥ ɢɒəɕɢɒɟɚɩɗɟɚɰ ɖɠɣɤɥɡɒ ɡɢɗɖɠɣɤɒɔɝɱɗɤ 
ɔɠəɞɠɘɟɠɣɤɚ ɡɠ ɔɭɱɔɝɗɟɚɰ ɚ ɓɝɠɜɚɢɠɔɜɗ ɣɠɔɢɗɞɗɟɟɭɧ ɥɕɢɠəƗ 
ɤɒɜɚɧ ɜɒɜƙ ɔɢɗɖɠɟɠɣɟɠɗ ȭȬƗ ɒɤɒɜɚ ɥɢɠɔɟɱ ɡɢɚɝɠɘɗɟɚɛƚ
ȯɠɕɝɒɣɟɠ ɠɡɢɗɖɗɝɗɟɚɰ Gar tner NGFW ɖɠɝɘɗɟ ɣɠɣɤɠɱɤɮ ɚə:

o ȯɤɒɟɖɒɢɤɟɭɛ ȪȻ SPI

o Ƞɣɤɢɠɗɟɟɒɱ ɣɚɣɤɗɞɒ ɡɢɗɖɠɤɔɢɒɫɗɟɚɱ ɒɤɒɜ IPS

o ȯɚɣɤɗɞɒ ɜɠɟɤɢɠɝɱ ɡɢɚɝɠɘɗɟɚɛ

o Extrafirewall intelligence
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NGFWɣ ɡɗɢɔɠɕɠ ɔəɕɝɱɖɒ
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7 əɒɖɒɩ

ȥɟɒɤɮ ɩɤɠ 
ɠɧɢɒɟɱɤɮ

ȱɡɢɒɔɝɱɤɮ 
ɖɠɣɤɥɡɠɞ

ȥɒɫɚɤɚɤɮ ɠɤ 
ɣɗɤɗɔɭɧ 
ɒɤɒɜ

Ȯɗɒɝɚəɠɔɒɤɮ 
BYOD

ȥɒɫɚɤɚɤɮ ɠɤ 
ɔɚɢɥɣɠɔ

ȵɤɠ ɖɗɝɒɤɮ 
ɣ SSL

ȥɒɫɚɤɒ ɠɤ 
ɟɗɚəɔɗɣɤɟɭɧ 
ɥɕɢɠə



7

ViPNet xFirewall

ȶɝɰəɭ ɓɗəɠɡɒɣɟɠɣɤɚ

FW/VPN

Coordinator 
for 

Win/Linux

Coordinator 
KB

HW4 
ɡɠɜɠɝɗɟɚɱ

NGFW

xFirewall

IDS

IDS NS
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ȵɤɠ ɤɒɜɠɗ ViPNet xFirewall

ȶɊɗɊɇɅɤ 

ɔɐɅɗəɓɕɑɅ ɇ 

ɖɓɖɗɅɇɊ:

ȱɊɋɖɊɗɊɇɓɎ 

ɢɏɕɅɒ

ȶɊɗɊɇɓɎ ɢɏɕɅɒ 

ɔɕɍɐɓɋɊɒɍɎ -

DPI

ȶɍɖɗɊɑɅ 

ɔɕɊɉɓɗɇɕɅɞɊɒɍɤ 

ɇɗɓɕɋɊɒɍɎ

ȽɐɣɌɓɇɓɎ 

Ʌɒɗɍɇɍɕɘɖ

ȭɒɗɊɈɕɅɛɍɤ ɖ 

Active Directory
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ȯɗɢɤɚɦɚɜɒɤ ȲȯȰȻȨ
o Ȱɢɗɓɠɔɒɟɚɱ ɡɠ ɓɗəɠɡɒɣɟɠɣɤɚ ɚɟɦɠɢɞɒɨɚɚƗ 
ɥɣɤɒɟɒɔɝɚɔɒɰɫɚɗ ɥɢɠɔɟɚ ɖɠɔɗɢɚɱ ɜ ɣɢɗɖɣɤɔɒɞ 
ɤɗɧɟɚɩɗɣɜɠɛ əɒɫɚɤɭ ɚɟɦɠɢɞɒɨɚɚ ɚ ɣɢɗɖɣɤɔɒɞ 
ɠɓɗɣɡɗɩɗɟɚɱ ɓɗəɠɡɒɣɟɠɣɤɚ ɚɟɦɠɢɞɒɨɚɠɟɟɭɧ 
ɤɗɧɟɠɝɠɕɚɛư ƽȲȯȰȻȨ ȮɠɣɣɚɚƗ ʧʣʧʣƾư - ɡɠ ʩ ɥɢɠɔɟɰ 
ɖɠɔɗɢɚɱ

o ƯȰɢɗɓɠɔɒɟɚɱ ɜ ɞɗɘɣɗɤɗɔɭɞ ɯɜɢɒɟɒɞư ƽȲȯȰȻȨ 
ȮɠɣɣɚɚƗ ʧʣʦʫƾƗ Ưȭɢɠɦɚɝɮ əɒɫɚɤɭ ɞɗɘɣɗɤɗɔɭɧ 
ɯɜɢɒɟɠɔ ɤɚɡɒ Ȟ ɩɗɤɔɗɢɤɠɕɠ ɜɝɒɣɣɒ əɒɫɚɤɭ 
ȦȰƚȪȻƚȞʩƚȭȥư ƽȲȯȰȻȨ ȮɠɣɣɚɚƗ ʧʣʦʫ)

o Ưȭɢɠɦɚɝɮ əɒɫɚɤɭ ɞɗɘɣɗɤɗɔɭɧ ɯɜɢɒɟɠɔ ɤɚɡɒ ȟ 
ɩɗɤɔɗɢɤɠɕɠ ɜɝɒɣɣɒ əɒɫɚɤɭ ȦȰƚȪȻƚȟʩƚȭȥư ƽȲȯȰȻȨ 
ȮɠɣɣɚɚƗ ʧʣʦʫ)

o ƯȰɢɗɓɠɔɒɟɚɱ ɜ ɣɚɣɤɗɞɒɞ ɠɓɟɒɢɥɘɗɟɚɱ ɔɤɠɢɘɗɟɚɛư 
ƽȲȯȰȻȨ ȮɠɣɣɚɚƗ ʧʣʦʦ)

o Ưȭɢɠɦɚɝɮ əɒɫɚɤɭ ɣɚɣɤɗɞ ɠɓɟɒɢɥɘɗɟɚɱ ɔɤɠɢɘɗɟɚɛ 
ɥɢɠɔɟɱ ɣɗɤɚ ɩɗɤɔɗɢɤɠɕɠ ɜɝɒɣɣɒ əɒɫɚɤɭƚ 
ȦȰƚȯȬȠƚȯʩƚȭȥư ƽȲȯȰȻȨ ȮɠɣɣɚɚƗ ʧʣʦʧƾ 


