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Y Bcex cBOU MeTOOAUKMU

Cisco uses a variety of
testing methodologies in a
lab environment to ensure

the performance
specifications we report
are as close to real world
as possible. Firewall
performance is affected by
many factors including
network environment, packet
sizes, packet type, TLS
encryption, and more

Firewall throughput is

measured with App-ID and

logging enabled,
utilizing 64 KB

HTTP/appmix transactions.

t Threat Prevention
throughput is measured
with App-ID, IPS,
antivirus, antispyware,
WildFire, DNS Security,
file blocking, and
logging enabled,
utilizing 64 KB

HTTP/appmix transactions.
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RFC 3511, 2544,
2647, 1242
Performance (Lab)

Enterprise Test
Conditions
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Kak Mbl TecTuUpyem

MeToankn MHPoTeKC OCHOBaHbI Ha NYOJNYHBIX

o RFC-2544, RFC 9411 (Benchmarking Methodology for Network
Security Device Performance)

o MeTogukm NSS Labs - NextGeneration Firewall (NGFW)
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Yem Mbl TecTupyem
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Cuctema TeCcTUpOBaHUA PeweHune PerfectStorm ONE komnaHummu Ixia
NMPOM3BOAUTENILHOCTU, QYyHKLMUOHaNa u npeacTaBnsgeT cobon KOMMAKTHbIN
COBMECTUMOCTU CeTel U ceTeBbIX NporpamMMHo-annapaTHbii kKomnnekc (MAK),
npuioxXeHWi. KomnakTHoe 2-CNoToBoOe npefHa3HAYEeHHbI AN TeCTUPOBAHUA CUCTEM
waccu Ixia XM2. ceTeBon 6€30MACHOCTU U ApPYruUX CeTeBbIX

CpeACTB peasIMCTUYHbBIM TpaduKoOM aTak,
NPUNOXEHUA N CepBUCOB Ha YpPOBHAX 4-7
moagenun OSI.



[loyemy Mol

MeToamka NSS Bblbpasin 3TOT
Labs oTKpbiTa BAapUaHT

Mo Hen 6blAM NPOTECTUPOBAHDI NSS Labs ucnonbsyeTt Te xe
BCe MUpPOBble NnAepbl pbiHKA MHCTPYMeHTbl IXxia uau

KOHKYpupyluwmne Spirent.
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UDP cambii nMpoCcTOMU
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Figure 8 — Raw Packet Processing Performance (UDP Traffic)
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Palo Alto Networks
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UDP cambii NMpPOCTOU TecCT
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Figure 8 — Raw Packet Processing Performance (UDP Traffic)
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Check Point Software
Technologies 6500
Security Gateway
R80.20
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Pa3Hble npunoxeHua - pa3HaAd
CKOpOCTb

These tests measured the performance of the device with single application flows. For details about single
application flow testing, see the NSS Labs Next Generation Firewall Test Methodology v9.0, available at
www.nsslabs.com.
12,000
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8,000
6381 ) Palo Alto Networks
6,000 £
4,861 4,477 2 PA-5220 PAN-0S
4,000 -
8.1.6-h2
1,103 1,228 2,000
Remot 0
. - . . . - emote .
Telephony Financial Email File Sharing | Fileserver Console Video Database
M Mbps 9,904 4,861 2,616 A\ 10,000 A 1103 ) 1,228 6,381 4,477
Figure 15 = Single Application Flows

FTP SMB
11




Pa3Hble nNpuioXeHUA - pa3Haf

CKOpOCTb
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Figure 15 —Single Application Flows
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Check Point Software
Technologies 6500
Security Gateway
R80.20
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https://t.me/joinchat/CDUYdXTN_X

HObkPRIyf9INA

BDV 1 7
M CaMbIA MOEANLHEA MO MOEMY MHEHMIO TECT - 3TO MCMONE30BaTE

ycrponcTea Tana Network TAP » npy NOMOWM HWMX NO4aB3aThL

CEOW PEanbHBIA TD3MMWK B CETH H3 HECHOIEKD YCTPORCTE PasHLX

NPOMSS0AMTENEH M CMOTPETE KaK OHM 3arpyMawTcs oT

BOZMOXEHHBIX H3 HIX BEXHLI 230234, T2K MOXHO W NecodYHHUbl H

IPS U aHTMBHPYCLl W DLP TeCcTMpoBRaTh.

- - e T TS wwT W T T - - ST T TEW T T T T Ta —- - TrTw®w W " E&F - F T~ 77 "F

B MMPE - TE C3MLIE NOMYTaM.
MokKa JTO HET pelleHMs 3ToH NpobneMel.


https://t.me/joinchat/CDUYdxTN_XHObkPRIyf9NA
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BGP. MoaenupoBaHue
nepekjiw4yeHUA KiacTtepa

o  OTKNW4YeHMe nMUTaHuMA akKTUBHOW Hoabl XFW1
o [poBepuTb u3amMeHeHue Tabnuupl MapupyTusaumm Ha XFW1

o lMpoBepuTb TpaccupoBky c¢ PCl go TecTOBOro cepsuca
(cepBep BKC\FTP). BbiBefeH cCNMCOK XonoB 4Yepe3 R11l u
R21

o Ha y3ne PCl1l BMAeOo-nOTOK He OCTaHOBWJICA
o BkAwYeHWe NUTaAHUA aKTUBHOW Hoabl XFW 2
o MpoBepuTb M3MeHeHMe Tabauubl MapwpyTusaumm Ha XFW1

o [lpoBepuTtb TpaccupoBky c PCl po TecToBOro cepsuca
(cepBep BKC\FTP). BbiBefeH cnucok XxonoB 4Yepe3 R11l wu
R21

o Ha y3ne PCl1l BuMAeO-NOTOK He OCTAHOBWI

Bnuxanwmne MmeponpuaTUAa

OSPF-to-BGP
peaucrpmbyuma

RouteReflector

21 ceHTa6pH

MockBa

Virtual Machines

o

[

[ 4 .
| 14

[ @ . £ f
| oordinator

|

(Core) FTP BKC
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PreemhErcan KonaEPE LA

51

Prime

OSPF-to-BGP
peauctpubyuns

do4g!

BGP  R21

iBGP
RouteReflector

L b 16
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TecThl N0 MeTOAUKAM U peasibHOCTb

Kon-Bo npaBun Kon-Bo npaBun B 2022 roay
MaKcumym 562 6bl10 OKONO 5 ThIC. ,
a B 2023 roay cTtano 10 461

18
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NMpopunb Tpadpuka

Mo meTtoauke NSS Labs PeanbHbli 3aKa34uk
R G R
- Amazon S3 7,73 FER citrix
- AOL Instant Messenger 1,16 ER ons 0,3

m Dropbox Sync-Get 7,2
R BitTorrent 10,82 I HTTP Text_1 5,8
B Facebook 5,8 B HTTP VE 8,7
B e 3 I HTTPS Dropbox 19
N Gmail i3 MAX Bandwidth HTTP_ 4,4
A Gtalk 4,64 EB roP 0,4
B v 18,69 - SMB Client File Download 43,9
[ simulated HTTPS 9,66 SNMP_1 45
ECN smtp 1,93
R sst 0,29
EFI oracle DB 0,28
Twitter 3,09
- Yahoo Mail 9,66
FEE YouTube 11,59

19
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XypHanupoBaHue

Logging and reporting [IONXHO 6biTb BKJ/OYEHO
MUST be enabled XYpHannpoBaHue BCero

20
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[laHHble C caMuTa
scromeme et vr 5.6.9 | sercete 000 vr 619 _
Firewall, 1518 byte UDP (Mbps) po 45 000 Jllo 30 000

Firewall Throughput (Packets 4 000 000 ----
Per Second)

Firewall, TCP Multistream 30 000 40 000
(Mbps )

AppControl (Firewall+DPI) 7 800 32 000
(Mbps)

NGFW Througput (Mbps) 1 531 3 900
Connections per Second 85 000 127 000

Concurrent Connections 9 900 000 16 000 000

21
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MeTpuka MeToauka
XF5 5000 Q2 3aABneHo MNoaTBepxaeHo

M5, 1518 6auT UDP P-P-UDP -
(MBUT/CeK) EIFEGIE_ 45 000 30 000 38 200
M3 (nakeToB/cek) E%E;QQE; 4 MNH He 3aABJIeHO 4,4 MNH
Circuit
P-P-
CoeauHeHnn B cekyHay GENERIC- 85 000 127 000 259 000
FIREWALL
06cnyxvBaeMbix PP
coe iHeHMﬁ GENERIC- 9,9 M/H 16 mnaH 16 mnaH
& FIREWALL
IMQ, TCP (M6uT/cek) Zéz_i 30 000 40 000 34 500

22


http://vpa/Methodology/Show?id=73c97b00-b310-4eca-b31b-d6d66cd6b643
http://vpa/Methodology/Show?id=73c97b00-b310-4eca-b31b-d6d66cd6b643
http://vpa/Methodology/Show?id=eeab2726-fa03-4599-8218-81ed7db481f6
http://vpa/Methodology/Show?id=eeab2726-fa03-4599-8218-81ed7db481f6
http://vpa.infotecs-nt/Methodology/Show?id=2bdb659b-1178-4f7e-4a8f-08da28714bed
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TecTnpoBaHue il
3HayeHue nokasaTtens, 3aaBne
Gbps HO
3Ha4yeHUe nokasaTens,
- - Gbps
Kon-Bo <F 5.6 Kon-Bo P
npaBun npaBun
AppCont
rol NSS Labs SaKas NSS Labs SaKasum
UK K
(Firewa 1 7,2 3,3 1 3,3 1,0
11+DPT) 51 6,8 3,2 51 3,1 1,0
zMEMI’)( 101 6,6 3,0 101 3,1 1,0 .
ps
501 6,4 2,3 501 JserGate 8,9
nckaxaeTt Tpaduk
1001 5,5 1,7  1eel JserGate 0,8
NCKaxaeT Tpaduk
OTkas

11001 He nposoaunca 0,3 11001 OTkas npoayKTa npoayKTa

23


http://vpa.infotecs-nt/Methodology/Show?id=acad18be-6acb-4163-91bf-d19a94ee3e2c
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3Ha4yeHue
Kon-Bo
Kon-go L _MOKa3aTensa, Gbps R 3HayeHue nokasatenAa, Gbps
NSS Labs 3aKa34uk NSS Labs EETCERTIS
1 1,2 0,7 1 0,6 0,6
51 1,1 0,7 51 0,6 9,6
101 1,1 0,7 101 UserGate 0,6
ncKkaxaeT Tpaduk
3,9
501 1,1 0,7 501 UserGate 0,5
MCKaxaeT Tpaduk
1001 1,1 0,6 1001 UserGate 0,5
nckaxaeT Tpaduk
11001 ne 0,2 11001  OTkas npomykta _ O1Ka3
nposoauncsa npoayKTa

24


http://vpa.infotecs-nt/Methodology/Show?id=acad18be-6acb-4163-91bf-d19a94ee3e2c

TS Solution He3aBucumo

npoTecTUpoOBan
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UserGate E1000 | E3000

[ 3akasaTtb ]

MpousBoAUTENbHOCTD*

MexceTepol 2kpaH 00 30 To/¢

CuvcTema cOHapy»keHna sTopxxeHuin: Ao 1500 M6/ c
Advanced Threat Protection®: go 600 M6&/c

MoToxOoBbIN aHTHBKUPYC*: 4o 600 Mo/c

KoHTponb Mpunoxerui L7: go 12 I6/c

AHTHBMPYC C 3BPUCTUHECKUM aHanm3om*: ao 500 ME/c

Pa3mep opraHusauumu =

Kynutb UserGate y obduumanbHoro napTtHepa. (tssolution.ru)

25


https://tssolution.ru/katalog/usergate/tproduct/168988800-640181184286-usergate-e1000-e3000
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OTBeThl

Ha BOMpPOCHI

MognucbiBanTecb Ha HalW COLCeTH

https://t.melinfotecs_official
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PAmTHERCHAR KOMBEPERLYZ

Cnacubo 3a BHMMaHwue!

Mpn noppepxke

m=rlion A)//(OFT PYTOKCH AnagavH ’



